Conversation with yohoho@jabber.ccc.de at 12/17/2011 5:17:08 AM on 
LeonDavidson@jabber.org/jabber.org (jabber) 

(5:17:11 AM) leondavidson@jabber.org/jabber.org: whats poppin 

(5:17:34 AM) The encrypted message received from yohoho@jabber.ccc.de is unreadable, as 
you are not currently communicating privately. 

(5:17:57 AM) Unverified conversation with yohoho@jabber.ccc.de/ghost started. 

(5:17:57 AM) yohoho@jabber.ccc.de: [resent] yoyo 

(5:18:11 AM) leondavidson@jabber.org/jabber.org: yoyo fam 

(5:18:21 AM) leondavidson@jabber.org/jabber.org: I saw you posted a link to a bulletin didn’t 
get to read it 

(5:18:23 AM) yohoho@jabber.ccc.de: there we go 

(5:18:24 AM) leondavidson@jabber.org/jabber.org: anything itneresting? 

(5:18:25 AM) yohoho@jabber.ccc.de: what's good 

(5:18:31 AM) leondavidson@jabber.org/jabber.org: chillin just got back from work 

(5:19:20 AM) yohoho@jabber.ccc.de: yeah I posted five bulletins earlier 

(5:19:30 AM) yohoho@jabber.ccc.de: live on IRC auctioning them off for donations for 

freeanons 

(5:19:40 AM) yohoho@jabber.ccc.de: two of them have to do with anonymous and lulzsec 
(5:19:46 AM) yohoho@jabber.ccc.de: are pretty interesting. 

(5:19:56 AM) yohoho@jabber.ccc.de: was also done for bradley manning 
(5:21:35 AM) leondavidson@jabber.org/jabber.org: link me 

(5:21:43 AM) leondavidson@jabber.org/jabber.org: I want to see what they said about lulzsec 
(5:21:54 AM) yohoho@jabber.ccc.de: 

http://wikisend.com/download/139056/FBI%20Intel%20Study%20- 

%20Environmental%20Extremism%20Potential%20for%20Increased%20Criminal%20Activity. 

pdf 

http://wikisend.com/download/839824/ib-cvd-20110802-ufouo.pdf 

http://wikisend.com/download/954150/20110705%20-%20Bulletin%20- 

%20Awareness%20Detection%20and%20Mitigation%20of%20C.pdf 

http://wikisend.com/download/302346/DEA%20Intel%20Brief%20GMail%20Securitv%20Feat 

ures%20July%202011 .pdf 

http://wikisend.com/download/561582/QSJ%20INTEL%20BULLETIN%201- 

7080111 1 SocialNetworksinStatePrisons.pdf 

(5:22:01 AM) yohoho@jabber.ccc.de: the 2nd and 3rd are most related to lulzsec 
(5:22:12 AM) yohoho@jabber.ccc.de: it's nothing groundbreaking 

(5:22:20 AM) yohoho@jabber.ccc.de: just pretty much confirms they are aware of our activities 

(5:22:21 AM) yohoho@jabber.ccc.de: and monitor ire 

(5:22:31 AM) leondavidson@jabber.org/jabber.org: yeah 

(5:22:35 AM) leondavidson@jabber.org/jabber.org: thats a given at this point 

(5:22:50 AM) yohoho@jabber.ccc.de: yep but it is interesting reading it from their point of view 

(5:22:58 AM) yohoho@jabber.ccc.de: the 2nd one is secifically about 'doxing' 
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(5:24:27 AM) yohoho@jabber.ccc.de: I am still having trouble copying these mails. 

(5:24:29 AM) yohoho@jabber.ccc.de: In fact, it got worse. 

(5:24:34 AM) yohoho@jabber.ccc.de: Sysadmin somewhat locked down boxes. 

(5:25:33 AM) leondavidson@jabber.org/jabber.org: wtf 

(5:25:35 AM) leondavidson@jabber.org/jabber.org: what do you mean 

(5:25:45 AM) leondavidson@jabber.org/jabber.org: locked down as in, secured them or 

completely shut them down 

(5:26:11 AM) yohoho@jabber.ccc.de: well there are about 8-10 servers total 
(5:26:13 AM) yohoho@jabber.ccc.de: mail is on core. 

(5:26:17 AM) leondavidson@jabber.org/jabber.org: I miss lulzsec I’m not going to front 
(5:26:23 AM) leondavidson@jabber.org/jabber.org: did so much owning in a small amount of 
time 

(5:26:24 AM) yohoho@jabber.ccc.de: now ssh to core is blocked off to public facing internet 
(5:26:38 AM) yohoho@jabber.ccc.de: but we were able to ssh in to one of the other boxes 
through autobot user 

(5:26:47 AM) yohoho@jabber.ccc.de: and then from there, ssh to www.s, and then ssh to core. 
(5:26:50 AM) leondavidson@jabber.org/jabber.org: were you able to get some of the mails or is 
it completely dead? 

(5:26:55 AM) yohoho@jabber.ccc.de: now they blocked off ssh’n to www from our first bounce 
(5:27:00 AM) yohoho@jabber.ccc.de: we did get ~10 spools 
(5:27:06 AM) yohoho@jabber.ccc.de: and 

(5:27:09 AM) yohoho@jabber.ccc.de: we still have root on all of them 
(5:27:15 AM) yohoho@jabber.ccc.de: it's just trickier 

(5:27:37 AM) yohoho@jabber.ccc.de: since we can't ssh straight, we're using a reverse shell from 

WWW 

(5:27:41 AM) yohoho@jabber.ccc.de: and then from there, ssh'n to core 

(5:28:05 AM) yohoho@jabber.ccc.de: but since it is not a truly interactive tty, we cannot run scp 
(5:28:16 AM) yohoho@jabber.ccc.de: because it depends on us confirming host identity and 
entering password 

(5:28:38 AM) yohoho@jabber.ccc.de: me and alex worked hard to get a JSP based webshell on 
core that they will likely never discover, and we have suid shells all over that box 
(5:28:41 AM) leondavidson@jabber.org/jabber.org: yeah 

(5:28:53 AM) yohoho@jabber.ccc.de: but that shell is really shitty handling multiple arguments 
(5:28:54 AM) leondavidson@jabber.org/jabber.org: good shit 

(5:28:57 AM) yohoho@jabber.ccc.de: I just want to copy everything in mass at this point, no tar, 
no nothing 

(5:29:06 AM) yohoho@jabber.ccc.de: No one's been on the system for a good 8 hours, I doubt 
they will in the morning either. 

(5:29:17 AM) yohoho@jabber.ccc.de: THey are very consistently on the box during business 
hours in texas. 

(5:29:21 AM) leondavidson@jabber.org/jabber.org: do this homey 

(5:29:48 AM) leondavidson@jabber.org/jabber.org: set up a symlink on the web server to the 
spool directory or do a hardlink and give it o+r and use wget from a hacked box and screen it 
(5:29:59 AM) leondavidson@jabber.org/jabber.org: disable apache logging temporarily 
(5:30:07 AM) yohoho@jabber.ccc.de: no symlinks 
(5:30:09 AM) yohoho@jabber.ccc.de: it's not apache 


67411 


(5:30:11 AM) yohoho@jabber.ccc.de: it's jetty 

(5:30:13 AM) leondavidson@jabber.org/jabber.org: ah 

(5:30:14 AM) yohoho@jabber.ccc.de: some straight garbage 

(5:30:16 AM) leondavidson@jabber.org/jabber.org: gay 

(5:30:21 AM) yohoho@jabber.ccc.de: that's why were forced to use jsp 

(5:30:25 AM) yohoho@jabber.ccc.de: and also, no directory listings 

(5:30:40 AM) yohoho@jabber.ccc.de: theoretically I can adjust the xml config file for jetty and 

enable directory listings, but I don't think it supports symlinks 

(5:30:47 AM) yohoho@jabber.ccc.de: also, they may notice restarts 

(5:30:51 AM) leondavidson@jabber.org/jabber.org: mhm 

(5:31:OOAM) yohoho@jabber.ccc.de: fuckinjava 

(5:31:23 AM) leondavidson@jabber.org/jabber.org: gayness 

(5:31:36 AM) leondavidson@jabber.org/jabber.org: feds been doing a lot of raids my nigga 
(5:31:44 AM) leondavidson@jabber.org/jabber.org: that anonpanda kid from cabincrew got 
raided 

(5:31:49 AM) leondavidson@jabber.org/jabber.org: in the norway raids this weekend 
(5:31:56 AM) yohoho@jabber.ccc.de: yeah I heard about that 
(5:32:00 AM) yohoho@jabber.ccc.de: some kids in norway too right? 

(5:32:06 AM) yohoho@jabber.ccc.de: hrm. they were blabbing hard 
(5:32:22 AM) yohoho@jabber.ccc.de: also 

(5:32:33 AM) yohoho@jabber.ccc.de: apparently anonanda was text messaging katanon after he 
was raided 

(5:32:38 AM) yohoho@jabber.ccc.de: saying that he was raided, freaked out, etc 
(5:32:40 AM) yohoho@jabber.ccc.de: kind of weird. 

(5:32:57 AM) yohoho@jabber.ccc.de: I love ya but I wouldn’t give you my cellphone <3 
(5:33:08 AM) leondavidson@jabber.org/jabber.org: yeah he either wants her attention or he 
really did get rocked 

(5:33:14 AM) leondavidson@jabber.org/jabber.org: yeah its all about opsec nigga 

(5:33:40 AM) yohoho@jabber.ccc.de: is he US? cause usually that’d be in the news 

(5:33:48 AM) leondavidson@jabber.org/jabber.org: I think hes in norway 

(5:33:57 AM) leondavidson@jabber.org/jabber.org: hence hes one of the 5 norwegians raided 

(5:34:14 AM) yohoho@jabber.ccc.de: ah 

(5:34:20 AM) yohoho@jabber.ccc.de: hmm I wish we had some proper root backdoors 
(5:34:31 AM) yohoho@jabber.ccc.de: I was thinking of writing some custom su and sudo 
backdoors to capture shit 

(5:34:39 AM) yohoho@jabber.ccc.de: and I want to get a stable, private bindshell running 
(5:34:52 AM) yohoho@jabber.ccc.de: used to have this killer perl based bindshell that was a 
billion times better than all this cheapass < > shit 

(5:34:56 AM) leondavidson@jabber.org/jabber.org: I'm old school-I prefer backdooring sshd 
also those revolusec kids custom write LKM backdoors 

(5:35:00 AM) yohoho@jabber.ccc.de: lost it. private cdc warez. not public gone for good =( 
(5:35:03 AM) leondavidson@jabber.org/jabber.org: H's boy I forgot his name 
(5:35:28 AM) yohoho@jabber.ccc.de: yeah some of them are skilled, others, not so 
(5:35:45 AM) yohoho@jabber.ccc.de: meowsef s aight and learning but really if you’re not better 
than me, than you can't help me 

(5:35:57 AM) leondavidson@jabber.org/jabber.org: yeah 
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(5:36:16 AM) yohoho@jabber.ccc.de: i’d like to pick h and nim's brain more 
(5:36:25 AM) yohoho@jabber.ccc.de: but have not been able to spot them online 
(5:36:41 AM) yohoho@jabber.ccc.de: wicked’s been very communiative and helpful with the 
overall goals but not really giving any hands on help 

(5:37:21 AM) yohoho@jabber.ccc.de: I wish I knew more about iptables, so I can clandestinely 
open this box up. a bit better 

(5:37:43 AM) yohoho@jabber.ccc.de: if we had a bindshell that hid it's process and could open 
on a port that was accessible form the outside world, that be best 
(5:37:48 AM) yohoho@jabber.ccc.de: no www logs, no ssh logins 

(5:38:03 AM) yohoho@jabber.ccc.de: if I was sysadmin now and saw what I already saw, i'd pull 
the box offline 

(5:38:40 AM) leondavidson@jabber.org/jabber.org: http://vladz.devzero.fr/exploits/Xorg-CVE- 
2011-4029 inotify.c.txt win for debians 
(5:39:12 AM) yohoho@jabber.ccc.de: oh, shit 

(5:39:19 AM) yohoho@jabber.ccc.de: I need to revisit some old boxen 
(5:39:27 AM) leondavidson@jabber.org/jabber.org: jea 

(5:39:51 AM) leondavidson@jabber.org/jabber.org: this is good ironically I found a vuln+coded 
a Oday local root for xorg a couple of years ago 

(5:39:58 AM) leondavidson@jabber.org/jabber.org: tats how I ended u rooting trough nsl.id 

(5:40:00 AM) yohoho@jabber.ccc.de: "Trying to stop a Xorg process 
»» 

(5:40:02 AM) yohoho@jabber.ccc.de: hrm. 

(5:40:05 AM) yohoho@jabber.ccc.de: sounds pretty verbose 
(5:40:35 AM) leondavidson@jabber.org/jabber.org: fucking tired 

(5:40:43 AM) leondavidson@jabber.org/jabber.org: anything interesting in those spools? 

(5:40:58 AM) yohoho@jabber.ccc.de: well I'm only reading one account 

(5:41:07 AM) yohoho@jabber.ccc.de: mostly development back and forth discussions with other 
programmers 

(5:41:30 AM) yohoho@jabber.ccc.de: I did skim a few others and it's all pretty interesting global 
political scandal type shit 

(5:41:38 AM) yohoho@jabber.ccc.de: I really want to hit the CEO who wrote all these books 
(5:41:44 AM) yohoho@jabber.ccc.de: and a few bosses. 

(5:41:53 AM) yohoho@jabber.ccc.de: the NY spools are pretty interesting too 

(5:42:07 AM) yohoho@jabber.ccc.de: I skimmed one last night and pulled about 30 "for official 

use only" docs including the ones published earlier 

(5:42:20 AM) leondavidson@jabber.org/jabber.org: throw them somewhere nigg I want to start 
reading and pickign the good shit 

(5:42:29 AM) yohoho@jabber.ccc.de: some of those are already available for private viewing, 
actually. 

(5:42:36 AM) yohoho@jabber.ccc.de: just like 3-4, not the most interesting ones either 

(5:42:39 AM) leondavidson@jabber.org/jabber.org: jEA 

(5:42:58 AM) yohoho@jabber.ccc.de: there's about 4 California spools too 

(5:43:03 AM) yohoho@jabber.ccc.de: maybe 9 total NY ones 

(5:43:11 AM) yohoho@jabber.ccc.de: i’m guessing ~3-4 GB for ca/ny combined 

(5:43:33 AM) yohoho@jabber.ccc.de: unfortunately we lost the specialforces mail spools on our 

leetnet .onion that went down 
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(5:43:42 AM) yohoho@jabber.ccc.de: q had a local copy that he actually gave to presstorm of all 
people 

(5:44:23 AM) leondavidson@jabber.org/jabber.org: well presstorm's jamie left me like 80 
ranting messages 

(5:44:32 AM) leondavidson@jabber.org/jabber.org: bitch is crazy 
(5:44:51 AM) yohoho@jabber.ccc.de: more than crazy 

(5:45:05 AM) yohoho@jabber.ccc.de: most of the shit they were posting in the end was right- 
wing as fuck 

(5:45:10 AM) leondavidson@jabber.org/jabber.org: eah 

(5:45:36 AM) yohoho@jabber.ccc.de: I told q well before it came out she was undercover that 
she was sketch as fuck 

(5:46:01 AM) yohoho@jabber.ccc.de: but we gave them specialforces spools well before any of 
us knew how wack they were 

(5:46:04 AM) yohoho@jabber.ccc.de: I still don't like NASDAQ 

(5:46:17 AM) leondavidson@jabber.org/jabber.org: I miss q. hope hes ok with all his life drama 
(5:46:39 AM) yohoho@jabber.ccc.de: yeah when was the last yall heard form him? 

(5:46:48 AM) leondavidson@jabber.org/jabber.org: couple of weeks 
(5:47:36 AM) yohoho@jabber.ccc.de: too bad he lost copy of specialforces mail 
(5:47:39 AM) yohoho@jabber.ccc.de: it was golden 

(5:47:44 AM) yohoho@jabber.ccc.de: every fax ever received since like 2004 
(5:47:48 AM) leondavidson@jabber.org/jabber.org: sih 
(5:47:50 AM) leondavidson@jabber.org/jabber.org: no good 

(5:47:57 AM) yohoho@jabber.ccc.de: plsu also emails to all this other shit including some city's 
water program 

(5:48:18 AM) leondavidson@jabber.org/jabber.org: not for nothing but that kid abhaxas and his 
girl vanished off of twitter 

(5:48:20 AM) yohoho@jabber.ccc.de: I was literally in mid transfer to localhost when leetnet 
went down 

(5:48:29 AM) leondavidson@jabber.org/jabber.org: after he dropped specialforces 
(5:48:30 AM) yohoho@jabber.ccc.de: both of them? 

(5:48:32 AM) leondavidson@jabber.org/jabber.org: yup 
(5:48:33 AM) yohoho@jabber.ccc.de: just now? 

(5:48:38 AM) leondavidson@jabber.org/jabber.org: look on twitter 

(5:48:43 AM) leondavidson@jabber.org/jabber.org: havent written shit in 3 days 

(5:48:46 AM) leondavidson@jabber.org/jabber.org: december 14th 

(5:48:55 AM) yohoho@jabber.ccc.de: yeah see I saw both of them going nuts for the past week 

(5:49:29 AM) leondavidson@jabber.org/jabber.org: he thought he was the man for releasin 

specialforces. douchbag. cant wait for you to release hacklog to prove you hit it first 

(5:49:31 AM) yohoho@jabber.ccc.de: I already started writing that part of the story but have 

primarily been focusing on writing teh text for the intro and stratfor sections first so that way 

other people can work on it while I finish the other sections 

(5:49:44 AM) yohoho@jabber.ccc.de: hold on 

(5:50:10 AM) leondavidson@jabber.org/jabber.org: kk 

(5:52:43 AM) yohoho@jabber.ccc.de: mysql -uroot -pSORanger2007 opencart 

(5:52:48 AM) yohoho@jabber.ccc.de: lol. 

(5:52:51 AM) yohoho@jabber.ccc.de: grep -i 'upload' *.php 
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(5:54:25 AM) yohoho@jabber.ccc.de: was trying to find a particular line but I’ll get to that later 
(5:54:51 AM) yohoho@jabber.ccc.de: I did taunt him from @anonymousirc for a minute 
(5:55:12 AM) yohoho@jabber.ccc.de: Hrm he put it at the top 
(5:56:14 AM) leondavidson@jabber.org/jabber.org: yup 

(5:56:26 AM) leondavidson@jabber.org/jabber.org: yo im going to sleep brother im fucking 
beat 

(5:56:32 AM) yohoho@jabber.ccc.de: 357txogqiorptzdb.onion/ny 
(5:56:35 AM) yohoho@jabber.ccc.de: for four NY spools 
(5:56:45 AM) leondavidson@jabber.org/jabber.org: fuck 

(5:56:49 AM) yohoho@jabber.ccc.de: I am uploading more now. Takes forever over tor and 
stolen wifi. 

(5:56:53 AM) leondavidson@jabber.org/jabber.org: now im not sleeping hahhah 
(5:56:56 AM) leondavidson@jabber.org/jabber.org: sec 

(5:57:32 AM) yohoho@jabber.ccc.de: dgiudice is most interesting out of these four 
(5:57:41 AM) yohoho@jabber.ccc.de: he's former president of nychiefs.org 
(6:00:27 AM) yohoho@jabber.ccc.de: also I uploaded the specialforces full dox list 
(6:00:32 AM) yohoho@jabber.ccc.de: addresses, credit cards, passwords 
(l:00:09AM) leondavidson@jabber.org/jabber.org: yo 

(10:25:37 PM) OTR Error: You sent encrypted data to yohoho@jabber.ccc.de, who wasn't 
expecting it. 

(10:25:46 PM) Successfully refreshed the unverified conversation with 
yohoho @ jabber.ccc.de/ghost. 

(11:52:49 PM) Ieondavidson@jabber.org/5565efd31a063086: yo 

(11:53:10 PM) yohoho@jabber.ccc.de: hey hey 

(11:53:19 PM) yohoho@jabber.ccc.de: Sorta AFK but how goes? 

(11:53:33 PM) Ieondavidson@jabber.org/5565efd31a063086: just got home from dinner wanted 
to hit you up 

(11:53:45 PM) Ieondavidson@jabber.org/5565efd31a063086: did leche pass you that security 
firm videos and ftp info 

(11:54:14 PM) yohoho@jabber.ccc.de: yes he did 

(11:54:21 PM) yohoho@jabber.ccc.de: I was thinking about checking it out in a bit from a hacked 
box 

(11:54:25 PM) Ieondavidson@jabber.org/5565efd31a063086: yup 
(11:56:12 PM) Ieondavidson@jabber.org/5565efd31a063086: proud of you brother 
(11:56:55 PM) yohoho@jabber.ccc.de: i'll see if anything there is not public 
(l 1:59:50 PM) Ieondavidson@jabber.org/5565efd31a063086: got you 

(12:00:13 AM) Ieondavidson@jabber.org/5565efd31a063086: whats good with stratfor? elche 
told me admins were buggin the fuck out 

(12:00:17 AM) yohoho@jabber.ccc.de: you should strategize with e regardin the cards too 
(12:00:22 AM) yohoho@jabber.ccc.de: yeah they are aware of something 
(12:00:36 AM) Ieondavidson@jabber.org/5565efd31a063086: no good, my prediction about the 
ccs might be correct 

(12:00:37 AM) yohoho@jabber.ccc.de: but we still got it on lock 

(12:00:40 AM) Ieondavidson@jabber.org/5565efd31a063086: good shit 

(12:00:52 AM) Ieondavidson@jabber.org/5565efd31a063086: try to keep the resource usages 

low to keep their focus elsewhere 
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(12:01:04 AM) Ieondavidson@jabber.org/5565efd31a063086: youre lucky they dont have 

cacti/mrt graphs going on 

(12:01:45 AM) yohoho@jabber.ccc.de: yeah 

(12:02:10 AM) yohoho@jabber.ccc.de: yeah well we blew that shit up 

(12:02:12 AM) yohoho@jabber.ccc.de: +200GB for mail 

(12:02:24 AM) Ieondavidson@jabber.org/5565efd31a063086: roflrofl 

(12:02:38 AM) Ieondavidson@jabber.org/5565efd31a063086: 1 got p.acket.org box with 2tb of 
space for backups 

(12:03:00 AM) Ieondavidson@jabber.org/5565efd31a063086: just pass pubkey from hacked box 
for auth if needed 

(12:03:22 AM) yohoho@jabber.ccc.de: well we can copy it from source to a box, but then where 
to from there? 

(12:03:25 AM) yohoho@jabber.ccc.de: cant go directly to our hidden onion 

(12:06:01 AM) Ieondavidson@jabber.org/5565efd31a063086: its a box at a vpn company I fuck 

with 

(12:06:12 AM) Ieondavidson@jabber.org/5565efd31a063086: so it'd have to be scurly transferred 
(12:06:15 AM) Ieondavidson@jabber.org/5565efd31a063086: dont want th shit raidd 
(12:06:19 AM) Ieondavidson@jabber.org/5565efd31a063086: fuck kyboard 
(12:06:22 AM) yohoho@jabber.ccc.de: yeh see 

(12:06:37 AM) yohoho@jabber.ccc.de: its cool though it's going through 
(12:06:41 AM) Ieondavidson@jabber.org/5565efd31a063086: got you 
(12:06:42 AM) yohoho@jabber.ccc.de: problem is getting it frmo source, honestly 
(12:06:46 AM) yohoho@jabber.ccc.de: it's huge as a mofo 
(12:06:54 AM) Ieondavidson@jabber.org/5565efd31a063086: ya 

(12:06:56 AM) yohoho@jabber.ccc.de: unfortunately we won't be able to skim all the data either 

(12:07:00 AM) yohoho@jabber.ccc.de: but it will be pretty golden 

(12:07:05 AM) yohoho@jabber.ccc.de: a lot of agent in the field type intel discussion 

(12:07:06 AM) Ieondavidson@jabber.org/5565efd31a063086: itll be have to be a hbgary mail 

situation 

(12:07:21 AM) Ieondavidson@jabber.org/5565efd31a063086: drop it and let people find the 
good shit 

(12:07:41 AM) Ieondavidson@jabber.org/5565efd31a063086: barretbrown althouh hes a 
douchebag did great work reading through the mails I leaked 

(12:07:50 AM) Ieondavidson@jabber.org/5565efd31a063086: like the mantech/palintir shit 
(12:13:20 AM) Ieondavidson@jabber.org/5565efd31a063086: 16:57 <anonSacco> I sent him 
some LE training manuals 

16:58 <anonSacco> That server https://122.116.65.211 hosts their scripts for 
creating liscences for their software 

16:59 <anonSacco> it included whether the client is licensed for the Skype 
interception part of their software 

17:16 -!- anonSacco [anonSacco@kerpia-743B915D.gigabit.perfect-privacy.com] has 
quit [User quit: Leaving] 

17:43 -!- anonSacco [anonSacco@kerpia-743B915D.gigabit.perfect-privacy.com] has 
quit [User quit: Leaving] 

18:47 <anonSacco> Hi 

19:01 <anonSacco> Here is an LE only guide to Network Investigations. It was 
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created for a Europol masters degree course. 

http://www.scribd.com/doc/76141180/EU-Network-Investigation-Manual 

20:53 <anonSacco> Tweet and share. They basically give a guide to target recon 
and attack 

(12:13:28 AM) Ieondavidson@jabber.org/5565efd31a063086: did elch pass that over/ 

(12:15:14 AM) Ieondavidson@jabber.org/5565efd31a063086: 

http://www.huffingtonpost.com/sharmine-narwani/stratfor-challenges-narra b 1158710.html 

(10:24:23 PM) leondavidson@jabber.org/jabber.org: jeaaaaaaaaaaaa 
(10:24:29 PM) yohoho@jabber.ccc.de: what's happening 
(10:24:30 PM) yohoho@jabber.ccc.de: =) 

(10:24:58 PM) leondavidson@jabber.org/jabber.org: mainly cranky but bored 
(10:25:10 PM) yohoho@jabber.ccc.de: hah 

(10:25:14 PM) leondavidson@jabber.org/jabber.org: whats goody with you 
(10:25:19 PM) yohoho@jabber.ccc.de: well you could always go on a spending spree 
(10:25:21 PM) yohoho@jabber.ccc.de: if yer bored 
(10:25:22 PM) yohoho@jabber.ccc.de: =) 

(10:25:45 PM) leondavidson@jabber.org/jabber.org: ccs= 

(10:25:58 PM) leondavidson@jabber.org/jabber.org: shit I'm broke son. the more I work the 
more money the moer bills 

(10:26:11 PM) leondavidson@jabber.org/jabber.org: family life is a drain 

(10:26:43 PM) yohoho@jabber.ccc.de: the shit you gotta do to pay the bills 

(10:26:47 PM) yohoho@jabber.ccc.de: aint right 

(10:27:15 PM) leondavidson@jabber.org/jabber.org: forreal nigga 

(10:27:26 PM) leondavidson@jabber.org/jabber.org: hows the lulzxmas release going/ 

(10:27:38 PM) yohoho@jabber.ccc.de: good 

(10:27:49 PM) yohoho@jabber.ccc.de: donations have begun 

(10:27:52 PM) yohoho@jabber.ccc.de: shit's being parsed 

(10:28:06 PM) yohoho@jabber.ccc.de: we’re probably not gonna show our full hand on the 24th 

(10:28:19 PM) yohoho@jabber.ccc.de: and wil just keep it going with a long string of teasers and 

drops of random ccs and passies 

(10:28:23 PM) yohoho@jabber.ccc.de: till the 1st 

(10:28:42 PM) leondavidson@jabber.org/jabber.org: got you 

(10:29:08 PM) leondavidson@jabber.org/jabber.org: stratfor is so done my nigga. not sure about 
you but that shit gets me hyped 

(10:29:14 PM) leondavidson@jabber.org/jabber.org: ownin whitehats gives me a rush 
(10:29:26 PM) yohoho@jabber.ccc.de: yeah 
(10:29:28 PM) yohoho@jabber.ccc.de: also 

(10:29:32 PM) yohoho@jabber.ccc.de: one of them attended blackhat 
(10:29:37 PM) leondavidson@jabber.org/jabber.org: really? 

(10:29:38 PM) yohoho@jabber.ccc.de: and another attended another security con can't remember 
the name 

(10:29:39 PM) yohoho@jabber.ccc.de: yes 

(10:30:07 PM) leondavidson@jabber.org/jabber.org: anything good in the mail spools? 

(10:30:17 PM) yohoho@jabber.ccc.de: well all I have read is just two people 
(10:30:18 PM) yohoho@jabber.ccc.de: sysadmins 
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(10:30:29 PM) yohoho@jabber.ccc.de: I have not been able to dig into everybody else's 

(10:30:35 PM) yohoho@jabber.ccc.de: hopefulyl alex was able to copy it all 

(10:30:40 PM) leondavidson@jabber.org/jabber.org: I wonder if we could takeover the 

twitter.com/stratfor account, look on its web server for a twitter api 

(10:30:42 PM) leondavidson@jabber.org/jabber.org: confi 

(10:31:13 PM) yohoho@jabber.ccc.de: yes 

(10:31:16 PM) yohoho@jabber.ccc.de: I believe that we probably can. 

(10:31:23 PM) yohoho@jabber.ccc.de: I am sure it is registered to one of the @stratfor accounts 

(10:31:46 PM) leondavidson@jabber.org/jabber.org: mhm 

(10:31:55 PM) leondavidson@jabber.org/jabber.org: wowwwwwwwwwww 

(10:31:59 PM) leondavidson@jabber.org/jabber.org: 22k followers 

(10:32:00 PM) leondavidson@jabber.org/jabber.org: lets so own it 

(10:32:05 PM) yohoho@jabber.ccc.de: damn that's not too bad 

(10:32:08 PM) leondavidson@jabber.org/jabber.org: NICE 

(10:32:18 PM) yohoho@jabber.ccc.de: I can parse the two spools I already downloaded 
(10:32:21 PM) leondavidson@jabber.org/jabber.org: we can send a serious message to media 
and security experts on that list 

(10:32:22 PM) yohoho@jabber.ccc.de: otherwise well have to wait for alex 
(10:32:32 PM) leondavidson@jabber.org/jabber.org: followers8 
(4:30:26 PM) leondavidson@jabber.org/jabber.org: 
http://www.guardsmark.com/approach/approach.asp?nav=l&content id=l 

(4:30:37 PM) yohoho@jabber.ccc.de: i'll check it out later 

(4:30:39 PM) yohoho@jabber.ccc.de: hands full as FUCK 

(4:31:10 PM) leondavidson@jabber.org/jabber.org: yup 

(4:31:19 PM) leondavidson@jabber.org/jabber.org: whats the latest? 

(4:31:34 PM) yohoho@jabber.ccc.de: got all mail 

(4:31:39 PM) yohoho@jabber.ccc.de: cards being used and abused 

(4:31:42 PM) yohoho@jabber.ccc.de: we're in prety good shape 

(4:31:45 PM) yohoho@jabber.ccc.de: except our .onion went down. 

(4:31:49 PM) yohoho@jabber.ccc.de: and also, we need bigass servers 
(4:31:51 PM) yohoho@jabber.ccc.de: to deploy the mail 

(4:31:58 PM) yohoho@jabber.ccc.de: we need at least three .onion servers that have 200GB + 
(4:33:08 PM) leondavidson@jabber.org/jabber.org: my 2tb server can handle it. set it as an 
onion 

(5:04:35 PM) yohoho@jabber.ccc.de: ok well 

(5:04:40 PM) yohoho@jabber.ccc.de: whenever you can hook up the access 

(5:04:45 PM) yohoho@jabber.ccc.de: I can start transferring 

(5:04:54 PM) yohoho@jabber.ccc.de: transferring to one server already now 

(5:05:55 PM) Ieondavidson@jabber.org/0557cd88b7773e20: yup 

(5:05:56 PM) Ieondavidson@jabber.org/0557cd88b7773e20: sec 

(5:06:10 PM) yohoho@jabber.ccc.de: but 

(5:06:13 PM) yohoho@jabber.ccc.de: only if it's secure for you 

(5:06:17 PM) yohoho@jabber.ccc.de: you know what I mean? 

(5:06:25 PM) yohoho@jabber.ccc.de: we are copying straight from one of the hacked servers that 
has touched the target server 

(5:23:48 PM) Ieondavidson@jabber.org/0557cd88b7773e20: cant find my god damn phone 
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(5:23:53 PM) Ieondavidson@jabber.org/0557cd88b7773e20: its attached to my two-step auth 

(5:23:55 PM) Ieondavidson@jabber.org/0557cd88b7773e20: rofl 

(5:24:27 PM) yohoho@jabber.ccc.de: hah I hate that 

(2:30:30 PM) leondavidson@jabber.org/jabber.org: yo niggy 

(2:30:46 PM) yohoho@jabber.ccc.de: yooy 

(2:30:47 PM) yohoho@jabber.ccc.de: just in time homey 

(2:30:50 PM) yohoho@jabber.ccc.de: shit's about to go foffff 

(2:30:55 PM) leondavidson@jabber.org/jabber.org: did you start yet? 

(2:31:00 PM) yohoho@jabber.ccc.de: yes 

(2:31:04 PM) yohoho@jabber.ccc.de: donations are being leaked, some CCs 

(2:31:12 PM) yohoho@jabber.ccc.de: already rm’d one server, shredding logs on others now, and 

about to deface/rm 

(2:31:14 PM) leondavidson@jabber.org/jabber.org: irc.anonops.li? #lulzxmas 
(2:31:24 PM) leondavidson@jabber.org/jabber.org: I'm not goin on as sabu 
(2:31:29 PM) yohoho@jabber.ccc.de: just on #anonops 

(2:31:39 PM) leondavidson@jabber.org/jabber.org: i’ll use my alt nick kaZe 

(2:33:13 PM) leondavidson@jabber.org/jabber.org: im in there as kaze now 

(2:33:23 PM) leondavidson@jabber.org/jabber.org: you posted who we rmin yet on twitter/ 

(2:34:01 PM) yohoho@jabber.ccc.de: not yet 

(2:38:55 PM) leondavidson@jabber.org/jabber.org: man anonops is a joke. 

(2:38:59 PM) leondavidson@jabber.org/jabber.org: shit cant handle users for shi 
(2:46:57 PM) leondavidson@jabber.org/jabber.org: great work :) 

(2:47:00 PM) leondavidson@jabber.org/jabber.org: <3 

(2:47:05 PM) leondavidson@jabber.org/jabber.org: this is goin to piss peopl off 
(2:47:06 PM) yohoho@jabber.ccc.de: ;D 

(2:47:08 PM) leondavidson@jabber.org/jabber.org: still reading 
(2:47:32 PM) yohoho@jabber.ccc.de: there's not much in the defacement itself 
(2:47:38 PM) yohoho@jabber.ccc.de: we ahve a hell of a statement lined up 
(2:47:43 PM) yohoho@jabber.ccc.de: but we’ll save it for now and let ppl speculate 
(2:48:03 PM) leondavidson@jabber.org/jabber.org: yea 

(2:49:32 PM) leondavidson@jabber.org/jabber.org: you realize these mother fuckers are going 

to have a horrible holidays hahaha 

(2:49:39 PM) yohoho@jabber.ccc.de: yeah 

(2:49:44 PM) leondavidson@jabber.org/jabber.org: <3 you 

(2:49:49 PM) yohoho@jabber.ccc.de: epiiicccc 

(2:49:50 PM) leondavidson@jabber.org/jabber.org: bringing it back to the old school 

(2:50:05 PM) leondavidson@jabber.org/jabber.org: niggas want mayhem 

(2:50:07 PM) leondavidson@jabber.org/jabber.org: they got it 

(4:40:31 PM) leondavidson@jabber.org/jabber.org: gave access to alex 

(4:40:36 PM) leondavidson@jabber.org/jabber.org: he should be backin up those files 

(4:40:43 PM) yohoho@jabber.ccc.de: great 

(11:33:52 PM) Buzzing yohoho@jabber.ccc.de... 

(11:33:57 PM) leondavidson@jabber.org/jabber.org: wtf gay ass buzzing shit 
(4:04:16 AM) yohoho@jabber.ccc.de: hey 

(4:04:27 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: sup brother 

(4:04:43 AM) yohoho@jabber.ccc.de: is there a way to browse the emails on your system 
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(4:04:49 AM) yohoho@jabber.ccc.de: or we can set up an onion for ourselves 
(4:05:04 AM) yohoho@jabber.ccc.de: or check out ways to render 

(4:05:10 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: give me your pubkey I'll give you 
root, setup an onion and do you papi 

(4:05:15 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: I told you niggas that yesterday 
(4:05:24 AM) Ieondavidson@jabber.org/ed814da0ae9d00al just dont expose my ipv4 thats all 
you got to avoid 

(4:05:29 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: everything else is gravy 

(4:05:38 AM) yohoho@jabber.ccc.de: yeah I can do that 

(4:05:43 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: kk get me pubkey 

(4:05:46 AM) yohoho@jabber.ccc.de: 1 min 

(4:07:07 AM) yohoho@jabber.ccc.de: ssh-rsa 

AAAAB3NzaClyc2EAAAADAQABAAACAQC69XoPB6I07W0Ae4ArBmiv9NxvLQJj04ZN 

AD YUTuWwlwAn41U09PQ8oMpwg5 v Wav Y8z0ij 6/6bSnp+GOz8B7mRgATfKw7XaqmD712 

8OpY745eoqpxukb5HpKM72z5WZSC2bwk0y8TvobrcMKQREEwtQ5Rz0rUwABjb+f0FgU89 

WYWuhd6IEOmpRu0fma8qOgf+L5QMc57pbAI74FZAoARn8k51DI2Cyz/699OZ4bUYYV2H 

vZZI/y4hiAqHLgeyG7bNuHDq9HQRGyZhJR 1 lQ/r8hl5 wrvu2fGA YK06Thws V1 KIVd 1 WJji4 

MbL3UsSACOOWb/lf9CwSJYsPTl/2vzOrvODO/UCLtTM6wQNNYGbSX8qMErF4BOMuV6J 

y6el9F3+GPsXSxOB 1 QU9kqlC9GVrzPShYxiPMGZhWuUunQF4kVsY60Ud31 scydq/YXvQK 

Xi WWD 8t/kfXj OB Kctvl4h 1 pPTRyMo3NgEvebwO8b001 UdJ8Dtp48P+r5RUgAvYCSrJHr+/anl 

0/9BgOh4cxuYS6FXlIG97kqOXq3Kguztzc6GLRLASbluaBFbCB6+7UGydwlMa6mF2blfd 

M0ucl8FuY9TmWiq7uAnDFyIhFA/qRFvmMqDXkya+xw80PbqxXpwC15s+M3mVq48UwOF4 

aHqdlZsQbu7H8ebCnOVxIdzqGx2w== root@ ghost 

(4:07:51 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: seckz 

(4:08:09 AM) yohoho@jabber.ccc.de: yeah I can set up an onion that we use only for ourselves 
for now 

(4:08:14 AM) yohoho@jabber.ccc.de: until we can get a copy on other servers 
(4:08:28 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: ssh root@vpn.prvt.org 
(4:08:38 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: alex uploaded data to 
/home/backup/ 

(4:08:44 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: my 2tb of data is on /home 
partition 

(4:08:55 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: alex fucked up the mails.tar file, so 
you have to use cpio or something else to recover the emails 

(4:09:09 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: if you do 'less mails.tar' you see all 
the mails there 

(4:09:19 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: but freebsd's tar doesn’t read the 
file past 2gb 

(4:09:24 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: you might have to install gnu tar 
(4:09:42 AM) yohoho@jabber.ccc.de: .. 

(4:09:44 AM) yohoho@jabber.ccc.de: fuck 

(4:09:48 AM) Ieondavidson@jabber.org/ed814da0ae9d00al no dude its ok haha 
(4:09:50 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: the mails are still there 
(4:09:59 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: but freebsd's tar won't untar the 
file 

(4:10:05 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: it'll decompress only 2gb of mails 
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(4:10:17 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: so use cpio or something else 
(4:10:30 AM) yohoho@jabber.ccc.de: hmm ill check it out 

(4:13:03 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: 07:41 <damn> can i suggest an 
Ascii image though? 

07:42 <damn> http://pastebin.com/0iF96Sre 
07:44 <Sabu> lookin 
07:44 <damn> it's santa's sleigh 
07:44 <Sabu> ok bro. im fucking high 
07:44 <Sabu> but 

07:44 <Sabu> this looks like that fucking plant from little shop of horrors 
07:45 <damn> prob needs to some cleaning out 
07:45 <Sabu> haha 

07:48 <damn> heres a cleaned out version: http://pastebin.com/XXuQ99ES 

07:52 <Sabu> now it looks like a elf rollerblade 

07:58 <damn> what about this: http://pastebin.com/OikxvDrF 

08:01 <Sabu> looks like my cock when I was 3 years old 

08:02 <damn> haha well just trying to help 

08:03 <Sabu> hahahahha 

(4:13:47 AM) yohoho@jabber.ccc.de: yes that is terrible 

(4:14:10 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: hahahaha 

(4:14:56 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: do you prefer me this way, or 

sober and cranky? 

(4:16:17 AM) yohoho@jabber.ccc.de: hah well at least you’re available 
(4:16:22 AM) yohoho@jabber.ccc.de: chatty for a change 

(4:16:41 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: I been working man. I'm the 
fucking paterfamilias 

(4:16:44 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: everyone depends on me 
(4:16:50 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: if I dont bring money in no one 
eats 

(4:16:51 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: its crazy 

(4:16:54 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: I gotta be hustlin 

(4:17:06 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: ok favorite part of the movie is 

here 

(4:17:20 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: when razor and blade calls hackers 
from the internet to fight the gibson 

(4:17:26 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: russians french japanese hackers 
and shit brazillians 

(4:17:30 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: this shit is so anonymous 
(4:17:32 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: dont you think? 

(4:17:37 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: this movie predicted anonymous 

(4:30:28 AM) yohoho@jabber.ccc.de: hmm 

(4:30:35 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: ? 

(4:31:06 AM) yohoho@jabber.ccc.de: thinking about building mysql on this 

(4:31:17 AM) yohoho@jabber.ccc.de: or whether we can move data from here to the .onion and 

analyze from there 
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(4:31:28 AM) yohoho@jabber.ccc.de: clearspace 

(4:31:50 AM) yohoho@jabber.ccc.de: it's mostly file attachments stored in mysql 
(4:31:58 AM) yohoho@jabber.ccc.de: and I could export all that shit 

(4:32:08 AM) yohoho@jabber.ccc.de: I remember seeing intelligence documents, internal reports 

(4:32:15 AM) yohoho@jabber.ccc.de: including NYPD SHIELD reports 

(4:32:18 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: do it brother 

(4:32:24 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: I give you my sword 

(4:32:55 AM) yohoho@jabber.ccc.de: hmm not sure it's safe to transfer directly to our current 

server.. 

(4:33:17 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: well 
(4:33:19 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: true 
(4:33:33 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: want a tip from uncle bu? 

(4:33:36 AM) yohoho@jabber.ccc.de: or we can build apache and mysql on this box 
(4:33:46 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: heres my ideas 
(4:34:15 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: 1) whenever you need a 
throwaway vps for under 5 bucks use buildyourvps.com to card a vps on the spt. it will die in a 
few hours, but by then your job is done, it is destroyed, no logs, no evidence 
(4:34:27 AM) yohoho@jabber.ccc.de: hmm cpio's on this box 

(4:34:36 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: 2) you install mysql client/server 
on my server and import the data like a champ 

(4:34:45 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: YA FEEL ME 
(4:41:38 AM) yohoho@jabber.ccc.de: nohup cpio -ivd <../mails.tar > -/cpio.out & 

(4:41:41 AM) yohoho@jabber.ccc.de: ok it's running 

(4:41:49 AM) yohoho@jabber.ccc.de: hopefully it wont run into that 2GB problem 
(4:41:59 AM) yohoho@jabber.ccc.de: i’ll skim the spools as they become available 
(4:42:02 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: yup 

(4:42:12 AM) yohoho@jabber.ccc.de: if memory served, each spool was -1-3GB compressed 
(4:42:18 AM) yohoho@jabber.ccc.de: for the ones I copied manually 
(4:43:47 AM) yohoho@jabber.ccc.de: I'm not sure if this is going to retain folder structure 
(4:43:56 AM) yohoho@jabber.ccc.de: INBOX, Sent, etc 

(4:44:06 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: when I untar'd those first 2 gigs 
(4:44:11 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: it didn't retain folder structure 
anyway 

(4:44:13 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: it was like 
(4:44:14 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: folder 
(4:44:15 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: store 

(4:44:20 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: 02345672 53453 534w65 46 
(4:44:24 AM) yohoho@jabber.ccc.de: yeah it's all msg 

(4:44:28 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: inside those were separate msg 
files 

(4:44:42 AM) yohoho@jabber.ccc.de: this is how it is stored on the server itself 
(4:44:52 AM) yohoho@jabber.ccc.de: how zimbra stores it 
(4:44:57 AM) yohoho@jabber.ccc.de: theres also a mysql component 
(4:46:24 AM) yohoho@jabber.ccc.de: which we have 

(4:46:40 AM) yohoho@jabber.ccc.de: but it drives some zimbra features like whether messages 
were read or not, etc 
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(4:46:46 AM) yohoho@jabber.ccc.de: these are the actual emails 

(4:47:02 AM) yohoho@jabber.ccc.de: but it's still just gonna be one big pile of emails for each 
user 

(4:48:06 AM) yohoho@jabber.ccc.de: vpn# cpio: Damaged tar archive: Invalid argument 
(4:48:10 AM) yohoho@jabber.ccc.de: Hrmmmmm 
(4:48:19 AM) yohoho@jabber.ccc.de: fuck 

(4:48:53 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: theres other alternatives relax 
(4:48:56 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: files are stil there 
(4:49:01 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: how far did it get J 
(4:49:04 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: 2 gigs again? 

(4:49:41 AM) yohoho@jabber.ccc.de: it got 420 and 442 
(4:49:48 AM) yohoho@jabber.ccc.de: maybe not all of 442 

(4:49:55 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: yup thats what I saw with regular 
tar 

(4:50:55 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: 

http://www.bestsolution.at/en/03 Products-nbsp—nbsp-Projects 12 repair-nbsp~corrupt- 

nbsp~tar-nbsp~archives.html 

(4:51:15 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: theres a perl script some asshat 
wrote that will go through the tar and parse out all the right chunks 
(4:51:57 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: 

http://www.datanuinen.com/atr/recovery.htm 

(4:52:00 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: windows app for the gay 

(4:52:44 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: ahahahha 

(4:52:48 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: I know what alex did 

(4:52:49 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: hahahah 

(4:52:50 AM) yohoho@jabber.ccc.de: this is fucked 

(4:52:50 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: hahaaah 

(4:52:52 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: he fucking 

(4:53:01 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: transfered the tar using ascii mode 

(4:53:03 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: via ftp 

(4:53:04 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: hahahahahah 

(4:53:49 AM) yohoho@jabber.ccc.de: when was the last time oyu talked to him 

(4:53:56 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: hours ago 

(4:54:02 AM) yohoho@jabber.ccc.de: I don't get this 

(4:54:17 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: want me to handle this? 

(4:54:20 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: you go work on more important 
shit 

(4:54:25 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: im the fucking man right now 
(4:54:27 AM) yohoho@jabber.ccc.de: yeah if you want 

(4:54:29 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: I can bench press 3 black women 

(4:54:34 AM) yohoho@jabber.ccc.de: I can try to see what's up with clearspace 

(4:54:38 AM) Ieondavidson@jabber.org/ed814da0ae9d00al: got you 

(4:55:00 AM) yohoho@jabber.ccc.de: great 

(5:41:57 AM) leondavidson@jabber.org/jabber.org: yo 

(5:41:59 AM) leondavidson@jabber.org/jabber.org: you there? 

(5:42:03 AM) yohoho@jabber.ccc.de: yes 


67423 





(5:42:27 AM) leondavidson@jabber.org/jabber.org: I got al jazeera on ire with us. they want in 
on the story 

(5:42:34 AM) leondavidson@jabber.org/jabber.org: you gonna talk to the nig? 

(5:42:39 AM) yohoho@jabber.ccc.de: sure 

(5:42:43 AM) leondavidson@jabber.org/jabber.org: k one sec 

(5:42:45 AM) yohoho@jabber.ccc.de: you having any luck with mail? 

(5:42:50 AM) yohoho@jabber.ccc.de: i'm building mysql apache and shit 

(5:42:52 AM) leondavidson@jabber.org/jabber.org: havent tried honestly im too fucking high 

(5:42:59 AM) leondavidson@jabber.org/jabber.org: I feel like im going to shit my intestines 

(5:43:03 AM) yohoho@jabber.ccc.de: hah hrm 

(5:44:22 AM) yohoho@jabber.ccc.de: ok who's the guy? 

(5:44:31 AM) leondavidson@jabber.org/jabber.org: nickname = AJEMatteen 

(5:44:37 AM) leondavidson@jabber.org/jabber.org: he's from al jazeera english 

(5:45:12 AM) leondavidson@jabber.org/jabber.org: 09:35 <Sabu> well, I am going to have 

someone message you shortly who is handling the media on this hack 

09:35 <AJEMatteen> I could have you on as soon as 2 hours 15 minutes from now. 

09:35 <Sabu> however I highly doubt we will get on air and compromise ourselves 

(5:45:18 AM) leondavidson@jabber.org/jabber.org: THIS NIGGA WANTS US ON TV NOW 
HAHAHAHA 

(5:45:44 AM) yohoho@jabber.ccc.de: hah umm doesn't sound like a good idea 

(5:46:03 AM) leondavidson@jabber.org/jabber.org: I know, wake barret browns ugly ass up 

(5:46:05 AM) leondavidson@jabber.org/jabber.org: give him some heroin 

(5:46:12 AM) yohoho@jabber.ccc.de: hell no man 

(5:46:59 AM) yohoho@jabber.ccc.de: audio or video is a bad idae 

(5:47:03 AM) yohoho@jabber.ccc.de: and what's the point anyway? 

(5:47:12 AM) leondavidson@jabber.org/jabber.org: who knows 

(5:47:15 AM) yohoho@jabber.ccc.de: AJEMatteen or we can pre-record it. 

sup_g hrm yes unfortunately I don't think we will be able to do any audio or video 

sup_g I hope you understand 

AJEMatteen i do. 

AJEMatteen but I have seen you guys disguised yourselves. 

AJEMatteen disguise. 

AJEMatteen (in the past) 

(5:47:17 AM) yohoho@jabber.ccc.de: is this real? 

(5:47:22 AM) leondavidson@jabber.org/jabber.org: yes 

(5:47:24 AM) leondavidson@jabber.org/jabber.org: he refers to topiary 

(5:47:25 AM) leondavidson@jabber.org/jabber.org: remember/ 

(5:47:30 AM) leondavidson@jabber.org/jabber.org: topiary used to skype these faggots 
(5:47:31 AM) yohoho@jabber.ccc.de: hmm. 

(5:47:31 AM) leondavidson@jabber.org/jabber.org: hahaha 

(5:47:36 AM) yohoho@jabber.ccc.de: I did speak to another set up AJE people before.. 

(5:47:59 AM) yohoho@jabber.ccc.de: umm who biella referred me to 

(5:48:01 AM) yohoho@jabber.ccc.de: started with e 

(5:48:10 AM) yohoho@jabber.ccc.de: actually, he's on jabber now too 
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(5:48:19 AM) leondavidson@jabber.org/jabber.org: yeah 

(5:48:22 AM) leondavidson@jabber.org/jabber.org: talk to him instead 

(5:48:24 AM) leondavidson@jabber.org/jabber.org: or some shit 

(5:48:33 AM) yohoho@jabber.ccc.de: he was with some intel project with AJE 

(5:48:37 AM) yohoho@jabber.ccc.de: and he sowed me articles before 

(5:48:42 AM) yohoho@jabber.ccc.de: this guy just wants us on the air? 

(5:48:48 AM) yohoho@jabber.ccc.de: he's not even asking any clarifyin questions about the 
content 

(5:48:57 AM) leondavidson@jabber.org/jabber.org: haha 

(5:49:00 AM) leondavidson@jabber.org/jabber.org: fuck him then 

(5:49:02 AM) leondavidson@jabber.org/jabber.org: hes the real thing though 

(5:49:06 AM) leondavidson@jabber.org/jabber.org: I guess he's rushing the story 

(5:49:07 AM) leondavidson@jabber.org/jabber.org: it makes sense 

(5:49:13 AM) leondavidson@jabber.org/jabber.org: they go live at 7am est 

(5:49:20 AM) leondavidson@jabber.org/jabber.org: he wants to be the first to get the story on 

television 

(5:49:22 AM) leondavidson@jabber.org/jabber.org: monday morning 
(5:53:17 AM) yohoho@jabber.ccc.de: ok now he’s getting some good questions in 
(5:53:26 AM) leondavidson@jabber.org/jabber.org: good 

(5:57:08 AM) yohoho@jabber.ccc.de: AJEMatteen do you have a list of the charities you were 
able to aid? And the corporate clients you managed to hack? 

sup_g One minute, let me get you a few screenshots of the donations as they were made 
AJEMatteen that would be awesome. 

AJEMatteen G I want to make you an offer. 

AJEMatteen If Anon would like to make a video statement we will run it. You produce it and 
send it to us. 

(5:57:23 AM) leondavidson@jabber.org/jabber.org: HOLY 
(5:57:23 AM) leondavidson@jabber.org/jabber.org: SHIT 

(5:57:33 AM) leondavidson@jabber.org/jabber.org: you better go kiss disacordians ass now 

(5:57:35 AM) leondavidson@jabber.org/jabber.org: HHAHAHAHAHAHAHAHAAHAH 

(5:57:38 AM) leondavidson@jabber.org/jabber.org: H4H4H4H4H4H4H4H4 

(5:57:51 AM) leondavidson@jabber.org/jabber.org: I fucking told you disacordian was useful 

(5:58:08 AM) leondavidson@jabber.org/jabber.org: ok heres the problem we have 

(5:58:14 AM) leondavidson@jabber.org/jabber.org: we don't have no fucking body to make us a 

video in an hour 

(5:58:32 AM) yohoho@jabber.ccc.de: thats ridiculous 

(5:58:47 AM) yohoho@jabber.ccc.de: it's going to take days, at least, all we can offer is text, 
pictures, and the data itself 

(5:59:09 AM) leondavidson@jabber.org/jabber.org: true 
(5:59:23 AM) leondavidson@jabber.org/jabber.org: damn it 

(5:59:30 AM) leondavidson@jabber.org/jabber.org: this is a once in a life time opportunity 
(6:00:13 AM) yohoho@jabber.ccc.de: hah 
(6:00:14 AM) yohoho@jabber.ccc.de: not really. 

(6:00:19 AM) yohoho@jabber.ccc.de: there's plenty of other targets on the way 
(6:00:57 AM) leondavidson@jabber.org/jabber.org: true 
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(6:01:10 AM) yohoho@jabber.ccc.de: other AJE guy is idle 
(6:02:51 AM) yohoho@jabber.ccc.de: dunno man this is kind of weird 

(6:03:06 AM) leondavidson@jabber.org/jabber.org: I t hink he's just rushing to get the story on 
air tis all 

(6:03:20 AM) yohoho@jabber.ccc.de: AJEMatteen do you have a list of the charities you were 
able to aid? And the corporate clients you managed to hack? 

sup_g One minute, let me get you a few screenshots of the donations as they were made 
AJEMatteen that would be awesome. 

AJEMatteen G I want to make you an offer. 

AJEMatteen If Anon would like to make a video statement we will run it. You produce it and 
send it to us. 

sup_g I will have to see if that is within our capabilities at the moment: our hands are full, what 
is the deadline? 

sup_g In the meantime, written statements, pictures, and the data itself is all we are able to offer 
sup_g we are putting together a full statement with all the other targets set to go off by the 
30/31st 

AJEMatteen I would love to have all your pictures, statements and data. 

sup_g there are other targets on the way 

AJEMatteen here is the problem, we are 24 hour news. 

AJEMatteen i hate to say it, but they way things work is that unless there is something in the 
news it doesn't run. 

AJEMatteen (remember, something could go down in Baghdad or say Syria....) 

AJEMatteen if that were to happen, Anonymous' hack moves down the priority list. 

AJEMatteen (i am sorry to say this, but it's just how it works) 

sup_g I understand: do what you need to do, but none of us can do a live video or audio program 
sup_g We may be able to produce a video but it will take at least a day or two 
sup_g All we can offer is statements, pictures, data 
AJEMatteen I understand. 

AJEMatteen your safety has to be your priority. 

sup_g http://pastebin.com/bQ2YHDdw <- this was released earlier this morning 
AJEMatteen G - let me make this offer if you if somehow someone can put together a video 
statement within 6 hours it will run. 
sup_g here are a few images 

sup_g http://imagebin.org/190298 http://imagebin.org/190299 http://imagebin.org/190300 
http ://imagebin.org/190301 http ://imagebin.org/190302 
AJEMatteen I can't promise anything two days from now. 

sup_g those images are screenshots of using live credit card information on the charities 

(6:03:44 AM) yohoho@jabber.ccc.de: @AJEMatteen is him 

(6:03:47 AM) leondavidson@jabber.org/jabber.org: yeah 

(6:04:18 AM) leondavidson@jabber.org/jabber.org: I have a plan 

(6:04:22 AM) leondavidson@jabber.org/jabber.org: lets wake biella up 

(6:04:26 AM) leondavidson@jabber.org/jabber.org: and have her do it 

(6:06:26 AM) yohoho@jabber.ccc.de: not a bad idea 

(6:06:37 AM) yohoho@jabber.ccc.de: I am sending him pictures, text releases, and the released 
cards so far 

(6:06:40 AM) yohoho@jabber.ccc.de: link to the defacement 
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(6:06:44 AM) leondavidson@jabber.org/jabber.org: ok while you do that I’ll wake her ass up 

(6:06:45 AM) leondavidson@jabber.org/jabber.org: brb 

(6:07:24 AM) yohoho@jabber.ccc.de: if she's down for it anyway hah 

(6:07:29 AM) leondavidson@jabber.org/jabber.org: you crazy 

(6:07:30 AM) yohoho@jabber.ccc.de: going on AJE to talk about stratfor... FUUCK 

(6:07:38 AM) leondavidson@jabber.org/jabber.org: biella will beat up the president for me 

(6:07:48 AM) yohoho@jabber.ccc.de: hah hel yes 

(6:08:09 AM) leondavidson@jabber.org/jabber.org: we just gotta brief her on the hack and our 
points 

(6:08:12 AM) leondavidson@jabber.org/jabber.org: she’ll handle the erst 
(6:08:13 AM) leondavidson@jabber.org/jabber.org: rest 

(6:10:22 AM) leondavidson@jabber.org/jabber.org: bro we're #4 on news.google.com 

(6:10:23 AM) leondavidson@jabber.org/jabber.org: thats like 

(6:10:24 AM) leondavidson@jabber.org/jabber.org: massiv 

(6:10:26 AM) leondavidson@jabber.org/jabber.org: haha 

(6:10:31 AM) leondavidson@jabber.org/jabber.org: over a thousand stories 

(6:10:38 AM) yohoho@jabber.ccc.de: yeah it's big time 

(6:10:48 AM) yohoho@jabber.ccc.de: it's mass financial meltdown 

(6:11:00 AM) leondavidson@jabber.org/jabber.org: watch the markets today as I sleep 

(6:11:07 AM) leondavidson@jabber.org/jabber.org: I bet you itll shake some things up 

(6:18:13 AM) yohoho@jabber.ccc.de: best part from AJE: AJEMatteen wow. these hacks are 

insane! you aren't afraid of the DIA? 

AJEMatteen i mean military intelligence man. 

AJEMatteen ?! 

sup_g they will pay for the pain they cause around the world 
(6:18:28 AM) leondavidson@jabber.org/jabber.org: win 

(8:08:32 AM) leondavidson@jabber.org/jabber.org: too tired. I'm going to leave it alone before 

I fuck it up worse than it is. at least the mails are there in one big file 

(8:08:36 AM) leondavidson@jabber.org/jabber.org: we just need to parse this bitch 

(8:08:59 AM) yohoho@jabber.ccc.de: yeah hopefully alex will pop on and clue us in 

(8:09:56 AM) leondavidson@jabber.org/jabber.org: might sound stupid as fuck but have him try 

to transfer the file as a binary via ftp locally, setup a ftpd and try it that way. it should kill out all 

those nulls 

(8:12:07 AM) leondavidson@jabber.org/jabber.org: lockerz.com/s/168606687 
(8:12:09 AM) leondavidson@jabber.org/jabber.org: we made front page 
(3:58:03 PM) leondavidson@jabber.org/jabber.org: yo 

(3:58:09 PM) leondavidson@jabber.org/jabber.org: @ioerror is going to war on twitter for us 
(3:58:29 PM) yohoho@jabber.ccc.de: I know I dig him. 

(3:58:33 PM) yohoho@jabber.ccc.de: gonna hit him up on ire 
(3:58:38 PM) leondavidson@jabber.org/jabber.org: word up 

(3:58:49 PM) leondavidson@jabber.org/jabber.org: he sure as hell won over my allegiance 
(4:56:07 PM) leondavidson@jabber.org/jabber.org: adrian chen is on the hom, wants to look at 
mails as well, not going to front hes done a 180 and has been publishing articles for us 
(4:56:09 PM) leondavidson@jabber.org/jabber.org: so up to you 
(4:56:38 PM) yohoho@jabber.ccc.de: hah hrm didn’t he post some hater shit against us 
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(4:56:50 PM) yohoho@jabber.ccc.de: he is huffington post right? 

(4:57:10 PM) leondavidson@jabber.org/jabber.org: nein. hes from gawker. he posted hate 
against us after kayla hacked gawker and leaked 2.2 million passwords 

(4:57:21 PM) leondavidson@jabber.org/jabber.org: but now hes been writing for us the last 6 
months 

(4:57:28 PM) yohoho@jabber.ccc.de: hmm 

(4:57:34 PM) yohoho@jabber.ccc.de: well email spools aren't quite ready yet 
(4:57:38 PM) leondavidson@jabber.org/jabber.org: indeed 

(4:57:53 PM) yohoho@jabber.ccc.de: I set up apache php and mysql but we need to get tor up on 
there 

(4:58:02 PM) yohoho@jabber.ccc.de: and besides maybe we better wait till we get ore servers 
(4:58:12 PM) yohoho@jabber.ccc.de: as soon as this is done copying, we should move to more 
servers asap 

(4:58:17 PM) yohoho@jabber.ccc.de: can't lose it when we have it 
(4:59:08 PM) leondavidson@jabber.org/jabber.org: yup 

(4:59:17 PM) leondavidson@jabber.org/jabber.org: thats how I lost news of the world mails 

(4:59:22 PM) leondavidson@jabber.org/jabber.org: uploaded to a Chinese box that died 

(4:59:33 PM) yohoho@jabber.ccc.de: so sad 

(4:59:44 PM) yohoho@jabber.ccc.de: hmm need more servers 

(5:00:17 PM) leondavidson@jabber.org/jabber.org: true 

(9:04:04 PM) leondavidson@jabber.org/2a684f28b939c355: we got any big lists to crack? 

(9:04:11 PM) leondavidson@jabber.org/2a684f28b939c355: my boys bored 

(9:04:26 PM) yohoho@jabber.ccc.de: yes 

(9:04:27 PM) yohoho@jabber.ccc.de: that 860,000 list 

(9:04:32 PM) yohoho@jabber.ccc.de: md5 

(9:04:33 PM) yohoho@jabber.ccc.de: more the merrier 

(9:06:19 PM) leondavidson@jabber.org/2a684f28b939c355: k send it 

(9:07:16 PM) yohoho@jabber.ccc.de: 4 min 

(9:12:49 PM) leondavidson@jabber.org/2a684f28b939c355: yo homey 
(9:12:51 PM) leondavidson@jabber.org/2a684f28b939c355: wicked is a fern 
(9:12:55 PM) leondavidson@jabber.org/2a684f28b939c355: and has the hots for you 
(9:12:59 PM) leondavidson@jabber.org/2a684f28b939c355: what you wanna do scrapy= 

(9:13:04 PM) yohoho@jabber.ccc.de: hah 

(9:13:09 PM) yohoho@jabber.ccc.de: yeah hemsgs me a lot 

(9:13:12 PM) leondavidson@jabber.org/2a684f28b939c355: she* 

(9:13:15 PM) leondavidson@jabber.org/2a684f28b939c355: shes like 

(9:13:34 PM) leondavidson@jabber.org/2a684f28b939c355: so sabu ;x can i ask you a question 

;x ;x ;x ;x ;x 

(9:13:48 PM) leondavidson@jabber.org/2a684f28b939c355: uhm supg has a lot a passion i like 
what he does and all that ;x 

(9:13:53 PM) leondavidson@jabber.org/2a684f28b939c355: do you know if hes single or 
anytihng ;x 

(9:14:09 PM) leondavidson@jabber.org/2a684f28b939c355: you gonna pound that out? 

(9:14:12 PM) leondavidson@jabber.org/2a684f28b939c355: I'LL MAKE IT HAPPEN SON 
(9:14:13 PM) yohoho@jabber.ccc.de: say what? 

(9:14:18 PM) yohoho@jabber.ccc.de: wtf? 
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(9:14:24 PM) leondavidson@jabber.org/2a684f28b939c355: wicked is a fucking girl bro 
(9:14:28 PM) leondavidson@jabber.org/2a684f28b939c355: she wants your meat 
(9:14:30 PM) yohoho@jabber.ccc.de: maybe so 

(9:14:41 PM) yohoho@jabber.ccc.de: I can't help it I’m sexy everything I do 

(9:14:43 PM) leondavidson@jabber.org/2a684f28b939c355: hahahahah 

(9:14:57 PM) leondavidson@jabber.org/2a684f28b939c355: pm her and say hi to her you'll 

make her day 

(9:15:15 PM) leondavidson@jabber.org/2a684f28b939c355: .... unless you’re more into joepie 
O_O LOL 

(9:15:25 PM) yohoho@jabber.ccc.de: you drunk or high again hah 

(9:15:33 PM) yohoho@jabber.ccc.de: I got girls lined up that I have to set to the side to hack shit 
(9:15:37 PM) leondavidson@jabber.org/2a684f28b939c355: nah im just in a good mood 
(9:15:38 PM) yohoho@jabber.ccc.de: don't need ire shit 

(9:15:41 PM) leondavidson@jabber.org/2a684f28b939c355: honestly my nigga 
(9:15:46 PM) yohoho@jabber.ccc.de: hah 

(9:15:46 PM) leondavidson@jabber.org/2a684f28b939c355: I'm getting turned off by a few 
things 

(9:15:58 PM) leondavidson@jabber.org/2a684f28b939c355: shit like people on twitter 

constantly telling me im a snitch because everyone in lulzsec is locked up 

(9:16:00 PM) leondavidson@jabber.org/2a684f28b939c355: is getting to me 

(9:16:05 PM) leondavidson@jabber.org/2a684f28b939c355: to the point that I wish I stayed 

underground 

(9:16:28 PM) leondavidson@jabber.org/2a684f28b939c355: I’ll be damned if I get compared to 
adrian gay ass lamo 

(9:16:31 PM) leondavidson@jabber.org/2a684f28b939c355: homothug ass nigga 

(9:16:48 PM) yohoho@jabber.ccc.de: people will say whatever to discredit the main movers 

(9:17:04 PM) yohoho@jabber.ccc.de: standard counter intelligence tactic 

(9:17:14 PM) leondavidson@jabber.org/2a684f28b939c355: eah man but I'm burnt out by it 

(9:17:15 PM) yohoho@jabber.ccc.de: is to badjacket legitimate activists as being snitches 

(9:17:32 PM) leondavidson@jabber.org/2a684f28b939c355: if someone tells you youre gay 

every day for 6 monts 

(9:17:35 PM) yohoho@jabber.ccc.de: what's important is that we hit the big targets 

(9:17:45 PM) leondavidson@jabber.org/2a684f28b939c355: eventualy you’er ging to question if 

you like to rub a little knob 

(9:17:53 PM) leondavidson@jabber.org/2a684f28b939c355: or somethigng 

(9:17:55 PM) leondavidson@jabber.org/2a684f28b939c355: thats kind of gay 

(9:17:57 PM) leondavidson@jabber.org/2a684f28b939c355: nevermind 

(9:18:33 PM) yohoho@jabber.ccc.de: stressful shit 

(9:19:00 PM) leondavidson@jabber.org/2a684f28b939c355: yeah 

(9:19:02 PM) leondavidson@jabber.org/2a684f28b939c355: anyway 

(9:19:33 PM) yohoho@jabber.ccc.de: I just get pleasure out of bringing pain ont he powerful = 
(9:19:35 PM) yohoho@jabber.ccc.de: ) 

(9:19:40 PM) leondavidson@jabber.org/2a684f28b939c355: same here 
(9:19:47 PM) leondavidson@jabber.org/2a684f28b939c355: that shit is my wreck my nigga 
(9:19:56 PM) leondavidson@jabber.org/2a684f28b939c355: you know how many times I got 
abused by cops 
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(9:20:03 PM) leondavidson@jabber.org/2a684f28b939c355: this right here is my sweetest 
getback 

(9:21:09 PM) leondavidson@jabber.org/2a684f28b939c355: 

http://packetstormsecurity.org/files/108177/telnetd-encrypt keyid.c 

(9:21:23 PM) leondavidson@jabber.org/2a684f28b939c355: freebsd 8.0/8.1/8.2 keyid remote 
telnetd 

(9:27:41 PM) yohoho@jabber.ccc.de: uploading btw 
(9:27:42 PM) yohoho@jabber.ccc.de: will be a few 
(9:27:45 PM) yohoho@jabber.ccc.de: it's pretty big 
(9:27:48 PM) yohoho@jabber.ccc.de: CSV file ok? 

(9:29:25 PM) leondavidson@jabber.org/2a684f28b939c355: yup 

(9:29:27 PM) leondavidson@jabber.org/2a684f28b939c355: csv is gravy 

(9:29:32 PM) leondavidson@jabber.org/2a684f28b939c355: link me so I can pass it along 

(9:29:46 PM) yohoho@jabber.ccc.de: itll be a min 

(10:04:18 PM) Buzzing yohoho@jabber.ccc.de... 

(10:04:25 PM) leondavidson @jabber.org/2a684f28b939c355: hurry up slut 
(10:10:34 PM) yohoho@jabber.ccc.de: http://ibhg35kgdvnb7jvw.omon/users.csv.gz 
(11:07:12 PM) leondavidson@jabber.org/2a684f28b939c355: (11:01:19 PM) 

thisusernamesucks@jabber.org: gov afil site.not seeing the challenge 

(11:03:05 PM) thisusernamesucks@jabber.org: Time.Running.: 6 secs 
Time.Left....: 0 secs 

Time.Util....: 6985.5ms/107.8ms Real/CPU, 1.6% idle 

Speed.: 0 c/s Real, 0 c/s GPU 

Recovered....: 6706/822305 Digests, 0/1 Salts 

(11:03:12 PM) thisusernamesucks@jabber.org: yep, one of those lists 

(11:04:10 PM) thisusernamesucks@jabber.org: 65k in 1 min 

(11:05:44 PM) thisusernamesucks@jabber.org: tell me this wasnt just an sqli 

(11:07:17 PM) leondavidson@jabber.org/2a684f28b939c355: 65k cracks in one minute 

(11:07:19 PM) leondavidson@jabber.org/2a684f28b939c355: god damn 

(11:07:44 PM) yohoho@jabber.ccc.de: nice 

(11:07:45 PM) yohoho@jabber.ccc.de: someloser got 52k 

(11:07:49 PM) yohoho@jabber.ccc.de: also 

(11:07:52 PM) leondavidson@jabber.org/2a684f28b939c355: nice 

(11:07:52 PM) yohoho@jabber.ccc.de: many of them are probably 'stratfor' 

(11:07:55 PM) yohoho@jabber.ccc.de: or 'changeme' 

(11:07:59 PM) yohoho@jabber.ccc.de: guaranteed 

(11:08:11 PM) leondavidson@jabber.org/2a684f28b939c355: haha 

(11:08:12 PM) yohoho@jabber.ccc.de: but yeah no hurry but whenever you get it lemme know 
(11:08:17 PM) yohoho@jabber.ccc.de: wrote as cript to merge it back into our .txts 
(11:13:15 PM) leondavidson@jabber.org/2a684f28b939c355: kk 
(11:27:55 AM) The following message received from yohoho@jabber.ccc.de was not 
encrypted: [yoyo] 

(11:32:50 AM) yohoho@jabber.ccc.de: yoyo 
(11:32:51 AM) yohoho@jabber.ccc.de: where you at 
(11:32:52 AM) yohoho@jabber.ccc.de: important 
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(11:33:49 AM) yohoho@jabber.ccc.de: damn it. 

(12:00:52 PM) yohoho@jabber.ccc.de: yoyo 
(5:41:16 PM) yohoho@jabber.ccc.de: there you are 
(5:45:53 PM) yohoho@jabber.ccc.de: you dirty bastard 
(5:45:56 PM) yohoho@jabber.ccc.de: transfer to WL has begun 
(7:11:46 PM) yohoho@jabber.ccc.de: yoyo 

(7:11:57 PM) yohoho@jabber.ccc.de: how's it been? been looking for you for days now 
(7:12:45 PM) Ieondavidson@jabber.org/f275b6c08671c96f: yoooooooooooo 
(7:12:48 PM) Ieondavidson@jabber.org/f275b6c08671c96f: im here nigga 
(7:12:51 PM) yohoho@jabber.ccc.de: =) 

(7:12:53 PM) Ieondavidson@jabber.org/f275b6c08671c96f: yesterday I worked like a mother 
fucker 

(7:12:57 PM) yohoho@jabber.ccc.de: you did hear we passed info off to wikileaks right? 

(7:13:11 PM) Ieondavidson@jabber.org/f275b6c08671c96f: yeh thats awesome 

(7:13:18 PM) Ieondavidson@jabber.org/f275b6c08671c96f: I been talking to JA through his boy 

Q 

(7:13:27 PM) yohoho@jabber.ccc.de: =) 

(7:13:28 PM) Ieondavidson@jabber.org/f275b6c08671c96f: but I guess Q didn’t give him any 
heads up about the emails 

(7:13:34 PM) Ieondavidson@jabber.org/f275b6c08671c96f: so im glad you got through 
(7:13:34 PM) yohoho@jabber.ccc.de: we were paranoid at first 

(7:13:49 PM) Ieondavidson@jabber.org/f275b6c08671c96f: why? didnt think it was him? 

(7:13:50 PM) yohoho@jabber.ccc.de: but @ wikileaks did tweet an anagram of 'stratfor on avon’ 

(7:13:50 PM) yohoho@jabber.ccc.de: and send us a DM 

(7:13:52 PM) yohoho@jabber.ccc.de: it's about the best we can hope for 

(7:13:56 PM) yohoho@jabber.ccc.de: well you never know 

(7:14:01 PM) Ieondavidson@jabber.org/f275b6c08671c96f: mhmyou’re right 

(7:14:30 PM) yohoho@jabber.ccc.de: but pretty sure this is it 

(7:14:37 PM) yohoho@jabber.ccc.de: they did copy all the shit we had on your box 

(7:14:40 PM) yohoho@jabber.ccc.de: and have already started skimming it 

(7:14:44 PM) Ieondavidson@jabber.org/f275b6c08671c96f: you gave them access to my box? 

(7:14:56 PM) Ieondavidson@jabber.org/f275b6c08671c96f: ahah 

(7:15:01 PM) Ieondavidson@jabber.org/f275b6c08671c96f: I thought you transferred it for them 
(7:15:08 PM) yohoho@jabber.ccc.de: yes a low level account 

(7:15:11 PM) Ieondavidson@jabber.org/f275b6c08671c96f: tell JA to meet you and me on IRC 

on some secret squirrel shit 

(7:15:17 PM) yohoho@jabber.ccc.de: =) 

(7:15:28 PM) Ieondavidson@jabber.org/f275b6c08671c96f: see if we can talk some more about 
future releases 

(7:15:30 PM) yohoho@jabber.ccc.de: I asked him about you and he said he doesn't talk about 
sources 

(7:15:31 PM) Ieondavidson@jabber.org/f275b6c08671c96f: I think with stratfor 

(7:15:39 PM) yohoho@jabber.ccc.de: but he is pretty pleased with our collaboration 

(7:15:42 PM) Ieondavidson@jabber.org/f275b6c08671c96f: yeah 

(7:15:42 PM) yohoho@jabber.ccc.de: has some ideas for strategies as well 

(7:15:57 PM) Ieondavidson@jabber.org/f275b6c08671c96f: I gave them niggas 20gb of SCADA 
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manuals a while back 

(7:16:02 PM) Ieondavidson@jabber.org/f275b6c08671c96f: all unreleased shit 
(7:16:05 PM) Ieondavidson@jabber.org/f275b6c08671c96f: did you see the mans? 

(7:16:48 PM) Ieondavidson@jabber.org/f275b6c08671c96f: go on my box into 
/home/packet/p.acket.org/ into _research SCADA and _research again 

(7:16:56 PM) Ieondavidson@jabber.org/f275b6c08671c96f: millions of dollars in Oday manuals 
(7:17:02 PM) Ieondavidson@jabber.org/f275b6c08671c96f: shows us how to take over prison 
systems and shit 

(7:17:03 PM) Ieondavidson@jabber.org/f275b6c08671c96f: rofl 
(7:17:11 PM) yohoho@jabber.ccc.de: I will ahve to look at that later 
(7:17:15 PM) yohoho@jabber.ccc.de: I am hella busy atm 
(7:17:17 PM) yohoho@jabber.ccc.de: trying to line up this defacement 
(7:17:21 PM) yohoho@jabber.ccc.de: giving me permission problems arg. 

(7:17:28 PM) yohoho@jabber.ccc.de: won't let me overwrite tehse ASP files 

(7:17:36 PM) yohoho@jabber.ccc.de: I hope I dont have to do some faux ass defacement 

(7:17:40 PM) Ieondavidson@jabber.org/f275b6c08671c96f: yeah 

(7:17:41 PM) yohoho@jabber.ccc.de: via news post on their page 

(7:58:37 PM) yohoho@jabber.ccc.de: sabu 

(7:58:42 PM) leondavidson@jabber.org/jabber.org: yo 

(7:58:49 PM) yohoho@jabber.ccc.de: k 

(7:58:58 PM) yohoho@jabber.ccc.de: think you can tweet the defacement and URLs 

(7:59:00 PM) yohoho@jabber.ccc.de: when it's ready 

(7:59:01 PM) yohoho@jabber.ccc.de: almost ready 

(7:59:05 PM) yohoho@jabber.ccc.de: elche / uidO are idle 

(7:59:11 PM) leondavidson@jabber.org/jabber.org: got you 

(7:59:15 PM) yohoho@jabber.ccc.de: k 

(7:59:17 PM) yohoho@jabber.ccc.de: 2 min 

(7:59:18 PM) leondavidson@jabber.org/jabber.org: so its just us for new years? 

(7:59:21 PM) leondavidson@jabber.org/jabber.org: :* 

(7:59:23 PM) leondavidson@jabber.org/jabber.org: <3 

(7:59:32 PM) yohoho@jabber.ccc.de: <3 

(7:59:32 PM) yohoho@jabber.ccc.de: well Ima split tho 

(7:59:36 PM) yohoho@jabber.ccc.de: in a lil bit 

(7:59:39 PM) leondavidson@jabber.org/jabber.org: fgt 

(8:00:32 PM) yohoho@jabber.ccc.de: well this pisses me off 

(8:00:34 PM) yohoho@jabber.ccc.de: that I can't overwrite index 

(8:01:59 PM) yohoho@jabber.ccc.de: If you can help, it would be better 

(8:02:29 PM) yohoho@jabber.ccc.de: Upload: Error writing file "Default.asp" to 

"C:\Inetpub\www\stli\cslea\Default.asp" : Write to file failed. 

(8:02:38 PM) yohoho@jabber.ccc.de: Getting access denied errors when del 

(8:02:40 PM) leondavidson@jabber.org/jabber.org: I haven't fucked with windows since msadc 

days mainly because its gay as fuck 

(8:02:45 PM) yohoho@jabber.ccc.de: Me neither 

(8:02:45 PM) leondavidson@jabber.org/jabber.org: wdbut 

(8:02:58 PM) leondavidson@jabber.org/jabber.org: m 

(8:03:10 PM) leondavidson@jabber.org/jabber.org: you can overwrite / append to it? 
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(8:03:19 PM) yohoho@jabber.ccc.de: hmm? 

(8:06:00 PM) leondavidson@jabber.org/jabber.org: you can't add anything to thay fucking 
default, asp at all? 

(8:06:04 PM) leondavidson@jabber.org/jabber.org: its straight up read-only? 

(8:06:12 PM) yohoho@jabber.ccc.de: apparently 

(8:06:19 PM) yohoho@jabber.ccc.de: I don't understand windows permissions. 

(8:06:24 PM) yohoho@jabber.ccc.de: I can't even upload anything in cslea 
(8:06:30 PM) yohoho@jabber.ccc.de: except for admin upload folder 
(8:06:42 PM) leondavidson@jabber.org/jabber.org: hm 
(8:24:09 PM) yohoho@jabber.ccc.de: cslea.com 
(8:24:11 PM) yohoho@jabber.ccc.de: look good? 

(8:27:41 PM) yohoho@jabber.ccc.de: gogogogo 

(8:27:59 PM) yohoho@jabber.ccc.de: antisec cross-country raid on police targets 

(8:32:00 PM) leondavidson@jabber.org/jabber.org: yo 

(8:32:02 PM) leondavidson@jabber.org/jabber.org: im here 

(8:32:10 PM) yohoho@jabber.ccc.de: tweet cslea.com 

(8:32:12 PM) yohoho@jabber.ccc.de: however u like 

(8:32:18 PM) leondavidson@jabber.org/jabber.org: ot you 

(8:33:20 PM) leondavidson@jabber.org/jabber.org: yo that fucking ansi art is SICK 
(8:33:26 PM) leondavidson@jabber.org/jabber.org: wo made tat leetskeet shit 
(8:33:27 PM) yohoho@jabber.ccc.de: yes 
(8:33:29 PM) yohoho@jabber.ccc.de: gorgon made it 

(8:33:35 PM) yohoho@jabber.ccc.de: gorgon has been pumping out BADASS ascii 
(8:33:35 PM) leondavidson@jabber.org/jabber.org: SON 
(8:33:39 PM) leondavidson@jabber.org/jabber.org: THAT SHIT IS 
FIRE!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

(8:33:42 PM) yohoho@jabber.ccc.de: he made a guy fawkes and antisec bubble letters 

(8:35:lOPM) leondavidson@jabber.org/jabber.org: love it 

(8:26:18 PM) leondavidson@jabber.org/jabber.org: cryto server died? 

(8:26:25 PM) leondavidson@jabber.org/jabber.org: my screens locked 
(8:26:34 PM) yohoho@jabber.ccc.de: did it? 

(8:26:41 PM) yohoho@jabber.ccc.de: nah it's just you 

(8:26:42 PM) yohoho@jabber.ccc.de: i'm on it 

(8:26:42 PM) leondavidson@jabber.org/jabber.org: I cant do shit 

(8:26:44 PM) leondavidson@jabber.org/jabber.org: gay 

(8:26:55 PM) leondavidson@jabber.org/jabber.org: anyway until my shit comes back alive 
(8:27:06 PM) leondavidson@jabber.org/jabber.org: did you say anything after I pasted that shit? 
(8:27:32 PM) yohoho@jabber.ccc.de: Sabu who? 
sup_g sniffle 

sup_g not sure whether that was misinfo or not but he did say he had something 
* Sabu has quit (Ping timeout) 

uidO ppl who got raided once can no longer be trusted imho 
uidO regardless of their reputation 
sup_g sniffle was raided previously? 
sup_g and I agree with that analysis 

sup_g except that I have had more than a few run ins with the law 
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uidO He wasn't raided? Maybe false rumors then. 
sup_g he listed his location as Cambridge MA on his twitter 
sup_g which if true is dumb 
sup_g btw 

sup_g " <wicked> someone on silkroad is selling plesk Oday" 

(8:28:23 PM) leondavidson@jabber.org/jabber.org: well heres what I know so far from 
analyzing what the nigga says 

(8:28:30 PM) leondavidson@jabber.org/jabber.org: he's no longer hacking 
(8:28:35 PM) leondavidson@jabber.org/jabber.org: all the "access" him and his crew have 
(8:28:43 PM) leondavidson@jabber.org/jabber.org: are from all the old roots they backdoored 
and sat on 

(8:28:47 PM) leondavidson@jabber.org/jabber.org: like kemel.org etc 

(8:28:51 PM) leondavidson@jabber.org/jabber.org: and sourceforge 

(8:28:58 PM) leondavidson@jabber.org/jabber.org: etc etc etc 

(8:29:08 PM) leondavidson@jabber.org/jabber.org: and their focus is Oday writing 

(8:29:12 PM) leondavidson@jabber.org/jabber.org: but no penetrations 

(8:29:22 PM) leondavidson@jabber.org/jabber.org: hes also showing me his face and teling 

people hes in Cambridge 

(8:29:33 PM) leondavidson@jabber.org/jabber.org: and he was to go to HOPE and do my talk 

(8:29:55 PM) leondavidson@jabber.org/jabber.org: so niggas cant be hacking like that 

(8:31:05 PM) yohoho@jabber.ccc.de: hard to say what's up then 

(8:31:06 PM) yohoho@jabber.ccc.de: have to proceed as we have in the past then 

(8:31:23 PM) leondavidson@jabber.org/jabber.org: yup 

(8:34:27 PM) leondavidson@jabber.org/jabber.org: https://crvptobin.org/e6f5iOy8 
(8:34:31 PM) leondavidson@jabber.org/jabber.org: lulzsecnostalgia 
(8:34:59 PM) yohoho@jabber.ccc.de: lemme check it out 

(8:35:04 PM) yohoho@jabber.ccc.de: also you know some people are calling this a lulzsec 
revival 

(8:35:28 PM) leondavidson@jabber.org/jabber.org: it can only be a lulzsec revival if you lil 
niggas can keep up with my pace and do at least 2 major hacks a week ;) 

(8:35:40 PM) yohoho@jabber.ccc.de: well I'm doing my part 

(8:35:42 PM) leondavidson@jabber.org/jabber.org: hahaha 

(8:35:45 PM) leondavidson@jabber.org/jabber.org: <3 

(8:35:48 PM) leondavidson@jabber.org/jabber.org: fucking with you 

(8:35:59 PM) yohoho@jabber.ccc.de: taking forever to load 

(8:35:59 PM) leondavidson@jabber.org/jabber.org: so far its going ok 

(8:36:13 PM) leondavidson@jabber.org/jabber.org: honestly lulzsec revival would be cool 

(8:36:33 PM) leondavidson@jabber.org/jabber.org: esecially if we own courts and big media 

sites the day of topiarys courts 

(8:36:35 PM) yohoho@jabber.ccc.de: damn that's a lot of URLs 

(8:36:37 PM) leondavidson@jabber.org/jabber.org: every time they get court dates 

(8:36:38 PM) yohoho@jabber.ccc.de: any of this live still? 

(8:36:51 PM) leondavidson@jabber.org/jabber.org: dont know brother I owned most of these 
6+ months ago 

(8:36:55 PM) yohoho@jabber.ccc.de: there were actually a few met.police.uk hashes in this spool 
(8:37:11 PM) leondavidson@jabber.org/jabber.org: yup 


67434 



(8:37:27 PM) leondavidson@jabber.org/jabber.org: the latimes is dead for sure, forbes is dead 
for sure, the sun obviously dead haha 

(8:39:07 PM) yohoho@jabber.ccc.de: i'm gonna look at the Seattle one real quick 
(8:39:07 PM) yohoho@jabber.ccc.de: but 

(8:39:14 PM) yohoho@jabber.ccc.de: whatever you think we should throw in the zine, now's the 
time to get it together 

(8:39:30 PM) yohoho@jabber.ccc.de: i'm writing a badass conclusion maybe you want to take a 
look at it when you’re done 

(8:39:34 PM) yohoho@jabber.ccc.de: but whatever else is safe to throw in we may as well 

(8:39:51 PM) leondavidson@jabber.org/jabber.org: I definitely want to write 

(8:39:53 PM) leondavidson@jabber.org/jabber.org: send me your draft 

(8:40:02 PM) leondavidson@jabber.org/jabber.org: I'll throw in lulzsec nostalgia in there 

(8:40:06 PM) yohoho@jabber.ccc.de: I'll get it to you tomorrow, I was planning on spending all 

night on it 

(8:40:09 PM) leondavidson@jabber.org/jabber.org: yup 
(8:40:14 PM) yohoho@jabber.ccc.de: since I wont have net 

(8:40:20 PM) leondavidson@jabber.org/jabber.org: part of this file will be in there 
(8:40:23 PM) yohoho@jabber.ccc.de: 1 more day 

(8:40:24 PM) leondavidson@jabber.org/jabber.org: I'll sow them how we owned the sun 

(8:40:26 PM) leondavidson@jabber.org/jabber.org: how we owned sony 

(8:40:30 PM) yohoho@jabber.ccc.de: ok whatever you think is safe to throw in for the fuck of it 

(8:40:31 PM) leondavidson@jabber.org/jabber.org: and so on 

(8:40:33 PM) leondavidson@jabber.org/jabber.org: well 

(8:40:34 PM) yohoho@jabber.ccc.de: yeah? 

(8:40:41 PM) leondavidson@jabber.org/jabber.org: yeah 

(8:40:48 PM) leondavidson@jabber.org/jabber.org: or I can write on my hbgary hack 
(8:40:51 PM) leondavidson@jabber.org/jabber.org: that'll be buzzin 

(8:41:04 PM) leondavidson@jabber.org/jabber.org: just get me that shit when you're done with 
first draft 

(8:44:48 PM) leondavidson@jabber.org/jabber.org: BRO 

(8:44:52 PM) leondavidson@jabber.org/jabber.org: CHECK IF THATS HIS FUCKING PW 
(8:46:57 PM) yohoho@jabber.ccc.de: btw 
(8:46:58 PM) yohoho@jabber.ccc.de: 

Stratfor_users.csv:"153153","frogman5326","2674c417cbl2d365b90fl7a252fb7824","tom.ryan 
@providesecurity.com","0","0","0"„,"1198285706","1205824715","0","l",NUFF„„"a:l:{s:7:\"c 
ontact\";i:0;}","56944",NUFF,"0","4", 

(8:49:49 PM) leondavidson@jabber.org/jabber.org: yo yo 
(9:08:23 PM) yohoho@jabber.ccc.de: back 
(9:08:24 PM) yohoho@jabber.ccc.de: only for a minute 
(9:08:31 PM) yohoho@jabber.ccc.de: gotta leave soon 15 or so 
(9:08:38 PM) leondavidson@jabber.org/jabber.org: ok 
(9:08:43 PM) leondavidson@jabber.org/jabber.org: word up 
(9:08:56 PM) yohoho@jabber.ccc.de: flirtin with that skank I see 
(9:10:32 PM) leondavidson@jabber.org/jabber.org: x25? never that 
(9:10:44 PM) yohoho@jabber.ccc.de: lol. 

(9:10:53 PM) yohoho@jabber.ccc.de: foul tempress 
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(9:10:56 PM) leondavidson@jabber.org/jabber.org: want my opinion? 

(9:11:04 PM) leondavidson@jabber.org/jabber.org: I think they're lying about them getting 
robbed 

(9:11:06 PM) leondavidson@jabber.org/jabber.org: theres more to it 
(9:11:15 PM) yohoho@jabber.ccc.de: busted? probably 

(9:11:16 PM) leondavidson@jabber.org/jabber.org: x25 and abhaxas completely changed 100% 
since they disappeared 

(9:11:32 PM) leondavidson@jabber.org/jabber.org: so what you see is me SEing the bitch for 
info 

(9:11:42 PM) leondavidson@jabber.org/jabber.org: shes on twitter defending me all of a sudden 
(9:11:48 PM) yohoho@jabber.ccc.de: always up to something 
(9:11:48 PM) yohoho@jabber.ccc.de: odd 

(9:12:03 PM) leondavidson@jabber.org/jabber.org: in my mind what I think is 

(9:12:10 PM) leondavidson@jabber.org/jabber.org: shes either trying to get close to me so she 

can throw me under the bus 

(9:12:11 PM) leondavidson@jabber.org/jabber.org: OR 

(9:12:13 PM) leondavidson@jabber.org/jabber.org: they got raided 

(9:12:33 PM) leondavidson@jabber.org/jabber.org: he probably phished them to see if I am 
with them and saw he was wrong 

(9:12:36 PM) leondavidson@jabber.org/jabber.org: and now he has a change of heart 
(9:12:44 PM) leondavidson@jabber.org/jabber.org: because it makes no sense why they chaned 
so quickly 

(9:12:48 PM) leondavidson@jabber.org/jabber.org: changed 
(9:13:10 PM) leondavidson@jabber.org/jabber.org: unless im reading too into it 
(9:13:15 PM) leondavidson@jabber.org/jabber.org: I tend to overanalyze shit 
(9:14:18 PM) leondavidson@jabber.org/jabber.org: honestly my nigga 

(9:14:25 PM) leondavidson@jabber.org/jabber.org: I think 2012 is going to be one long fucking 
year 

(9:14:45 PM) yohoho@jabber.ccc.de: yes it's gonna be wild 
(6:44:07 PM) yohoho@jabber.ccc.de: yoyo 
(6:52:08 PM) yohoho@jabber.ccc.de: yoyo 

(6:52:14 PM) yohoho@jabber.ccc.de: found a few interesting notes 
(6:54:14 PM) leondavidson@jabber.org/jabber.org: yOOOOOhh 
(6:54:24 PM) leondavidson@jabber.org/jabber.org: im here like whoa 
(6:55:01 PM) yohoho@jabber.ccc.de: a few 
(6:55:03 PM) yohoho@jabber.ccc.de: problems 

(6:55:11 PM) yohoho@jabber.ccc.de: http://anticapitalist.tumblr.com/post/15167276033/letter-to- 
victims -of- anonymouss -c slea-com 

(6:55:16 PM) yohoho@jabber.ccc.de: http://m.newsl0.net/localnews/article?a=170789&f=1286 
(6:55:27 PM) yohoho@jabber.ccc.de: "CSLEA was advised by the Federal Bureau of 
Investigation Cyber Crime Unit that it had intercepted chat from a group known as Anonymous 
that was claiming it had successfully hacked into the CSLEA website and obtained confidential 
information maintained on the site." 

(6:55:40 PM) yohoho@jabber.ccc.de: it says that by nov 10th they were receiving chats saying 
that CSLEA was breached 

(6:55:52 PM) leondavidson@jabber.org/jabber.org: I saw that also from some news site 
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(6:55:55 PM) leondavidson@jabber.org/jabber.org: think thats legit? 

(6:56:05 PM) yohoho@jabber.ccc.de: that shit was kept a bit more open than previous breaches 
(6:56:11 PM) yohoho@jabber.ccc.de: for example we included some cabin crew people 
(6:56:19 PM) leondavidson@jabber.org/jabber.org: true 
(6:56:21 PM) yohoho@jabber.ccc.de: also 

(6:56:45 PM) yohoho@jabber.ccc.de: (U//FOUO) Following law enforcement action against 
Anonymous and LulzSec, individuals claiming to be members of the groups contacted FBI field 
offices in an attempt to provide information and become informants. While some individuals 
may have had honest intentions when contacting the FBI, others may have engaged in social 
engineering to solicit information about law enforcement personnel or active investigations of 
Anonymous and LulzSec. In addition, individuals may have also contacted the FBI to provide 
misinformation about the identities of Anonymous and LulzSec members and their activities as a 
means of interfering with law enforcement investigations. 

• (U//FOUO) In June 2011, suspected members of LulzSec discussed a scheme to provide 
misinformation to the FBI in a private Internet Relay Chat (IRC) channel. Members discussed 
having an FBI informant with access to the IRC channel contact his handling agent to provide 
misinformation in exchange for payment. Once this occurred, the group then planned to 
publicize the incident and to give the impression that the FBI was funding LulzSec activities. 

• (U//FOUO) In October 2011, an FBI source with unknown reliability reported that an 
individual contacted FBI field offices via e-mail claiming to have information regarding 
Anonymous. Source reporting suggests that this individual had previously discussed in chat logs 
attempts to social engineer an FBI agent to download malware. 

(6:57:11 PM) leondavidson@jabber.org/jabber.org: hmm 

(6:57:21 PM) yohoho@jabber.ccc.de: this is from a unreleased as of yet document 
(6:57:25 PM) yohoho@jabber.ccc.de: that I just lifted from a NY spool 
(6:57:33 PM) leondavidson@jabber.org/jabber.org: I know one of those had to be from this 
nigga abhaxas 

(6:57:33 PM) yohoho@jabber.ccc.de: still haven't changed their passies lol. 

(6:57:36 PM) leondavidson@jabber.org/jabber.org: who admitted he contacted feds 

(6:57:39 PM) yohoho@jabber.ccc.de: yeah that's what I'm thinking 

(6:57:41 PM) yohoho@jabber.ccc.de: is a possibility 

(6:57:49 PM) yohoho@jabber.ccc.de: this all sounds quite fishy 

(6:57:55 PM) leondavidson@jabber.org/jabber.org: indeed 

(6:58:11 PM) leondavidson@jabber.org/jabber.org: • (U//FOUO) In June 2011, suspected 
members of LulzSec discussed a scheme to provide misinformation to the FBI in a private 
Internet Relay Chat (IRC) channel. Members discussed having an FBI informant with access to 
the IRC channel contact his handling agent to provide misinformation in exchange for payment. 
Once this occurred, the group then planned to publicize the incident and to give the impression 
that the FBI was funding LulzSec activities. 

(6:58:15 PM) leondavidson@jabber.org/jabber.org: I can tell you exactly what that is 
(6:58:32 PM) leondavidson@jabber.org/jabber.org: ryanl918 came to lulzco to "join" lulzsec 
(6:58:37 PM) leondavidson@jabber.org/jabber.org: but in the same token 
(6:58:47 PM) leondavidson@jabber.org/jabber.org: he sent screenshots of emails to his fbi 
handler to ryan 

(6:58:51 PM) leondavidson@jabber.org/jabber.org: thinking ryan was againt lulzsec 
(6:58:54 PM) leondavidson@jabber.org/jabber.org: ryan sent me the screen shots 
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(6:58:59 PM) leondavidson@jabber.org/jabber.org: and our operation was to social him 

(6:59:01 PM) leondavidson@jabber.org/jabber.org: to social the agent 

(6:59:09 PM) leondavidson@jabber.org/jabber.org: it was a whole bag of lol 

(6:59:21 PM) leondavidson@jabber.org/jabber.org: but obviously ryan told that info/op to MET 

(6:59:28 PM) yohoho@jabber.ccc.de: lol. 

(6:59:45 PM) leondavidson@jabber.org/jabber.org: it almost worked 
(6:59:57 PM) leondavidson@jabber.org/jabber.org: • (U//F0U0) In October 2011, an FBI 
source with unknown reliability reported that an individual contacted FBI field offices via e-mail 
claiming to have information regarding Anonymous. Source reporting suggests that this 
individual had previously discussed in chat logs attempts to social engineer an FBI agent to 
download malware. = abhaxas 

(7:00:28 PM) leondavidson@jabber.org/jabber.org: they make it seem like they got something 

(7:00:33 PM) leondavidson@jabber.org/jabber.org: but its all pure bullshit 

(7:00:37 PM) leondavidson@jabber.org/jabber.org: they're further now than they were before 

(7:00:43 PM) leondavidson@jabber.org/jabber.org: I tell you what though 

(7:01:06 PM) leondavidson@jabber.org/jabber.org: someone in cabin crew might have leaked 

that cslea hack 

(7:01:10 PM) leondavidson@jabber.org/jabber.org: either by being an informant 
(7:01:11 PM) yohoho@jabber.ccc.de: talking about it on IRC 
(7:01:11 PM) leondavidson@jabber.org/jabber.org: OR 
(7:01:15 PM) yohoho@jabber.ccc.de: in #antisec 

(7:01:20 PM) leondavidson@jabber.org/jabber.org: simply talking about it on ire was enough 
(7:01:22 PM) leondavidson@jabber.org/jabber.org: like gloating 
(7:02:48 PM) leondavidson@jabber.org/jabber.org: but its not a bad idea 
(7:02:58 PM) leondavidson@jabber.org/jabber.org: #opInformFOF 

(7:03:04 PM) leondavidson@jabber.org/jabber.org: where hundreds or thousands of people 
(7:03:10 PM) leondavidson@jabber.org/jabber.org: flood fbi emails/phones with disinfo 
(7:03:30 PM) leondavidson@jabber.org/jabber.org: its not illegal I don't think 
(7:03:34 PM) yohoho@jabber.ccc.de: also 

(7:03:38 PM) yohoho@jabber.ccc.de: we can discuss this more later 
(7:03:47 PM) leondavidson@jabber.org/jabber.org: ? 

(7:04:02 PM) yohoho@jabber.ccc.de: anyway 

(7:04:08 PM) yohoho@jabber.ccc.de: I have a good draft of the zine 

(7:04:15 PM) yohoho@jabber.ccc.de: everything excep tthe conclusion is ready 

(7:04:17 PM) yohoho@jabber.ccc.de: it's pretty good 

(7:04:22 PM) yohoho@jabber.ccc.de: you want to take a look? 

(7:04:30 PM) leondavidson@jabber.org/jabber.org: yup I'm about to head to work 
(7:04:33 PM) leondavidson@jabber.org/jabber.org: uplod that shit 
(7:04:37 PM) leondavidson@jabber.org/jabber.org: I'll work on it while on the road 
(7:04:42 PM) yohoho@jabber.ccc.de: well 

(7:04:47 PM) yohoho@jabber.ccc.de: if not we can have someone else have a go at it 
(7:04:51 PM) yohoho@jabber.ccc.de: gorgon always edits my releases 

(7:05:10 PM) leondavidson@jabber.org/jabber.org: aight you're not releasing it tonight anyway 

so I have time to play with it when I get home 

(7:05:14 PM) leondavidson@jabber.org/jabber.org: so do that then 

(7:05:21 PM) yohoho@jabber.ccc.de: yes 
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(7:05:23 PM) leondavidson@jabber.org/jabber.org: before you niggas go to bed just link me to 
the latest draft 

(7:05:25 PM) yohoho@jabber.ccc.de: I still ahve to format the hacklogs a bit better 

(7:05:30 PM) yohoho@jabber.ccc.de: ok 

(7:05:38 PM) leondavidson@jabber.org/jabber.org: <3 bbl 

(5:56:02 PM) The following message received from yohoho@jabber.ccc.de was not encrypted: 
[yoyo] 

(6:49:31 PM) leondavidson@jabber.org/jabber.org: yOh 
(6:49:54 PM) yohoho@jabber.ccc.de: hey hey 

(6:50:02 PM) yohoho@jabber.ccc.de: just teh hax @ http://ibhg35kgdvnb7ivw.omon/hacklog.txt 
(6:50:05 PM) yohoho@jabber.ccc.de: for private amusement until we drop this zine 
(6:50:18 PM) leondavidson@jabber.org/jabber.org: fo sho 
(6:50:19 PM) leondavidson@jabber.org/jabber.org: yo 

(6:50:44 PM) leondavidson@jabber.org/jabber.org: this nigga god (the one that fucked up that 
nyc.gov hack) got a florrida sherrif 

(6:51:00 PM) leondavidson@jabber.org/jabber.org: waiting on details 

(6:51:11 PM) yohoho@jabber.ccc.de: yeah? I am down to follow it through 

(6:51:21 PM) yohoho@jabber.ccc.de: oh yeah I saw god posting some shit randomly over the 

past week or so 

(6:51:22 PM) yohoho@jabber.ccc.de: live vulns 
(6:5l:34PM) leondavidson@jabber.org/jabber.org: yea 

(6:51:57 PM) leondavidson@jabber.org/jabber.org: but es a nubert. he also owned parts of 
sprint and some California based cell phone company 

(6:54:52 PM) leondavidson@jabber.org/jabber.org: 22:44 <@God> https://www.lcso.org/login 
22:44 <@God> Administrator: !N4m@tl0n 
22:44 <@God> 

https://mail.lcso.org/owa/auth/logon. aspx?replaceCurrent=l&reason=2&url=https%3a%2f%2fm 

ail.lcso.org%2fowa%2fauth.owa 

22:44 <@God> we had helpdesk but the pw changes was the same 
22:44 <@God> for the email 
22:44 <@God> and 

22:44 <@God> ima pastee the database 
22:44 <@God> pulls 

(6:55:00 PM) leondavidson@jabber.org/jabber.org: ever run across that before? 

(6:55:25 PM) yohoho@jabber.ccc.de: nope I have never seen that sys 
(6:55:37 PM) yohoho@jabber.ccc.de: but I am interested 

(6:55:39 PM) leondavidson@jabber.org/jabber.org: https://pastee.org/nzmdk = pw: sabu 
(6:55:47 PM) leondavidson@jabber.org/jabber.org: florida police passes apparently? 

(6:57:03 PM) leondavidson@jabber.org/jabber.org: 22:45 <@God> ok 
22:45 <@God> https://pastee.org/nzmdk 

22:45 <@Gigawattz> there running phpbb, exchange 2010, LDAP internally but the database for 

phpbb was running on a mysql 

server thats accessable via outside traffic 

22:45 <@God> pw= sabu 

22:46 <@God> we thought those loginid's were vpn id;s but its not seeming to be 
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22:46 <@God> and i got phpbb emails and hashes 
22:46 <@bOg> vpn.lcso.org 
22:46 <@bOg> that there vpn 

22:46 <@God> but we cant access to get in to pop shells or whatever 

(6:57:17 PM) leondavidson@jabber.org/jabber.org: I can invite you to the channel if you got 
any questions 

(6:57:40 PM) leondavidson@jabber.org/jabber.org: 22:47 <@God> https://www.lcso.org/ 
22:47 <@God> https://www.lcso.org/mrs/showattachments.php?id=181 
22:47 <@God> 

https://www.lcso.org/news/news detail.php?NID=919%20AND%201=2&show- 

22:47 <@God> 

https://www.lcso.org/sphider/search.php?search= 1 &query= 1 'INJECTED PARAM 

22:47 <@God> 

https://www.lcso.org/sphider/search.php?search= 1 'INJECTED PARAM&query= 1 

22:47 <@God> 

https://www.lcso.org/sphider/search.php?search= 1 &query= 1 'INJECTED PARAM 

22:47 <@Gigawattz> the VPN keeps fireing out errorsabout the credentials, but we know the 

VPN Runs via LDAP and so does 

exchange, we could get access to exchange to certain acc but not VPN, we pulled that pastee out 
for the 

internal accounts on the DB but still no luck with VPN 

(6:59:28 PM) yohoho@jabber.ccc.de: btw https://pastee.org/nzmdk pass: hOhOhO if you ahve 
problems with that onion 

(6:59:28 PM) yohoho@jabber.ccc.de: this is fascinationg 

(6:59:45 PM) leondavidson@jabber.org/jabber.org: yeah onion doesnt work for me 

(6:59:48 PM) leondavidson@jabber.org/jabber.org: tx was about to ask 

(6:59:55 PM) yohoho@jabber.ccc.de: err hah wrong pastee 

(7:00:02 PM) leondavidson@jabber.org/jabber.org: wrong pastee 

(7:00:04 PM) leondavidson@jabber.org/jabber.org: ye 

(7:00:55 PM) yohoho@jabber.ccc.de: btw I have been getting additions/comments/corrections 
from ppl on the zine so far 

(7:00:55 PM) yohoho@jabber.ccc.de: it's looking really good so far 

(7:01:11 PM) leondavidson@jabber.org/jabber.org: yeah its looking beautiful 

(7:01:17 PM) leondavidson@jabber.org/jabber.org: when are we dropping it/ 

(7:01:26 PM) leondavidson@jabber.org/jabber.org: 22:49 <@God> and then we are stumped a 
little more 

22:50 <@Gigawattz> https://www.lcso.org/asp/updates/getupdate.php?id=Cisco/LCSO.pcf.ini 

22:51 <@God> if anything could we get some exclusive access before the data dump 

22:51 <@God> or a little credit 

22:51 <@God> :X 

22:51 <@Gigawattz> <?php 

22:51 <@Gigawattz> /application/x-zip-compressed 
22:51 <@Gigawattz> include "inc/sec.php"; 

22:51 <@Gigawattz> if (isset($_GET[’id'])) 

22:51 <@Gigawattz> { 
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22:51 <@Gigawattz> I$id = $_GET['id']; 

22:51 <@Gigawattz> Iheader("Content-disposition: attachment; filename=" . $id . 

22:51 <@Gigawattz> Iheader("Content-type: attachment"); 

22:51 <@Gigawattz> I$myfile = $id; 

22:51 <@Gigawattz> Ireadfile($myfile); 

22:51 <@Gigawattz> I//header( "Content-type: .exe"); 

22:51 <@Gigawattz> E/header("Content-Disposition: attachment; filename=$id");//—this 
forces downloading as opposed to 
displaying of the file 

22:51 <@Gigawattz> E/print $_SERVER[’PHP_SELF] . "/" . $id; 

22:51 <@Gigawattz> } 

22:51 <@Gigawattz> ?> 

(7:02:28 PM) yohoho@jabber.ccc.de: thats a lot of @lcso.org emails 
(7:02:28 PM) yohoho@jabber.ccc.de: well 

(7:02:28 PM) yohoho@jabber.ccc.de: pastee doesnt want to work with something this big 

(7:02:28 PM) yohoho@jabber.ccc.de: I know 

(7:03:33 PM) yohoho@jabber.ccc.de: I’m thinking a day or so 

(7:03:34 PM) leondavidson@jabber.org/jabber.org: yo whats the latest with wl? are they going 
troug mails? 

(7:03:39 PM) yohoho@jabber.ccc.de: I need to finish up one more thing 

(7:03:43 PM) leondavidson@jabber.org/jabber.org: ok let me a chance to work on it before 

release 

(7:04:05 PM) yohoho@jabber.ccc.de: I am talking to JA now 

(7:04:09 PM) yohoho@jabber.ccc.de: he says they are building a search engine 

(7:04:28 PM) yohoho@jabber.ccc.de: 1 min 

(7:04:33 PM) leondavidson@jabber.org/jabber.org: beautiful 

(7:05:25 PM) yohoho@jabber.ccc.de: cryptobinn you the current version of the zine 

(7:05:26 PM) leondavidson@jabber.org/jabber.org: hbgary style earch engine 

(7:05:30 PM) leondavidson@jabber.org/jabber.org: got you 

(7:05:39 PM) yohoho@jabber.ccc.de: I ahve some additional comments from elche taht I haven't 
intergrated in yet 

(7:06:00 PM) leondavidson@jabber.org/jabber.org: 22:54 <@God> i think gigawattz is pulling 
files off the server 

22:54 <@God> we are all talking on a conf at the sametime 
22:54 <@God> :X 

22:55 <@God> hold on 1 sec i need to smoke 
22:55 <@God> Sabu: 

22:55 <@God> 

https://www.lcso.org/asp/updates/getupdate.phn?id=../../../. ■/■■/■■/Windows/S vstem32/config/SA 

M 

(7:06:40 PM) yohoho@jabber.ccc.de: pretty awesome 

(7:06:53 PM) yohoho@jabber.ccc.de: our new MO is the mail spools: get them first, get them all 
(7:07:05 PM) yohoho@jabber.ccc.de: btw current zine version: (without hacklog) 
https://cryptobin.org/i4y9x951 pass: hOhOhO 
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(7:07:56 PM) leondavidson@jabber.org/jabber.org: yup 

(7:09:03 PM) leondavidson@jabber.org/jabber.org: writing for the zine now 

(7:09:20 PM) yohoho@jabber.ccc.de: ok the intro and conclusion is the most important part 

(7:09:22 PM) yohoho@jabber.ccc.de: everything else is pretty solid 

(7:09:27 PM) leondavidson@jabber.org/jabber.org: yup 

(7:09:32 PM) yohoho@jabber.ccc.de: see if you can get me your updates within the next 2.5 
hours if you can 

(7:09:39 PM) leondavidson@jabber.org/jabber.org: I'm writing some side shit, you add it to the 
zine and hook it up 

(7:09:40 PM) yohoho@jabber.ccc.de: becaus el am gonna be offline after that but will continue to 
work on zine 

(7:09:50 PM) leondavidson@jabber.org/jabber.org: going to write the shit that will be 
interesting to people 

(7:09:59 PM) leondavidson@jabber.org/jabber.org: the rise of lulzsec and its hacks I did 

(7:10:07 PM) leondavidson@jabber.org/jabber.org: as brief as I can 

(7:10:19 PM) yohoho@jabber.ccc.de: yeah that conclusion 

(7:10:22 PM) yohoho@jabber.ccc.de: hit that shit 

(7:10:24 PM) leondavidson@jabber.org/jabber.org: jEA 

(7:17:23 PM) leondavidson@jabber.org/jabber.org: 23:06 <@Gigawattz> trset connpdms = 
server. createobj ect(" ADODB. Connection") 

23:06 <@Gigawattz> pdmscs = pdmscs & ";User ID=PowerDMS;Password=IDSadmin01;" 
23:06 <@Gigawattz> connpdms.open(pdmscs) 

(7:18:14 PM) leondavidson@jabber.org/jabber.org: tell JA our secret code is "M" and I gave 
them icelandic confidential documents, to hit me up and stop being shy 
(7:18:22 PM) leondavidson@jabber.org/jabber.org: nigga always hitting me up through Q 
(7:19:10 PM) leondavidson@jabber.org/jabber.org: 

23:06 <@Gigawattz> trset connpdms = server.createobject("ADODB.Connection") 

23:06 <@Gigawattz> pdmscs = pdmscs & ";User ID=PowerDMS;Password=IDSadmin01;" 
23:06 <@Gigawattz> connpdms.open(pdmscs) 

23:08 <@Gigawattz> <% 

23:08 <@Gigawattz> IConnectionString="DSN=LCSOWEB" 

23:08 <@Gigawattz> IConnectionString2="DSN=LCSOPOLL" 

23:08 <@Gigawattz> IConnectionStringLW2="DSN=LCSOWEB2" 

23:08 <@Gigawattz> %> 

23:09 <@Sabu> mm 
23:09 <@Sabu> this is nice 
23:09 <@God> u see 
23:09 <@God> :X 
23:09 <@Gigawattz> <% 

23:09 <@Gigawattz> pdmscs="dsn=PowerDMS; UID=PowerDMS; PWD=IDSadmin01;" 

23:09 <@Gigawattz> %> 

(7:26:12 PM) The following message received from yohoho@jabber.ccc.de was not encrypted: 

[yo] 

(7:26:39 PM) yohoho@jabber.ccc.de: pasting the hacklog to alex literally killed jabber 
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(7:26:47 PM) yohoho@jabber.ccc.de: trying to cryptobin it also killed firefox 

(7:26:51 PM) yohoho@jabber.ccc.de: shit is hot 

(7:27:09 PM) leondavidson@jabber.org/jabber.org: jea 

(7:27:22 PM) yohoho@jabber.ccc.de: I did tell JA to hit you up 

(7:27:30 PM) yohoho@jabber.ccc.de: tho I didn't give him secret word or iceland etc 

(7:27:35 PM) yohoho@jabber.ccc.de: thought maybe he'd be offended that you told me it 

(7:27:39 PM) yohoho@jabber.ccc.de: he seems to be kind of a private person 

(7:29:50 PM) leondavidson@jabber.org/jabber.org: he is 

(7:30:04 PM) yohoho@jabber.ccc.de: http://wikisend.com/download/246472/hackloggie.txt.gz 

(7:30:05 PM) yohoho@jabber.ccc.de: hOhOhO 

(7:31:17 PM) yohoho@jabber.ccc.de: btw JA says he will hit you up 

(7:31:23 PM) yohoho@jabber.ccc.de: I just gave him your jabber 

(7:31:33 PM) yohoho@jabber.ccc.de: btw 

(7:31:37 PM) yohoho@jabber.ccc.de: he doesn't know that was your box 

(7:31:52 PM) yohoho@jabber.ccc.de: you can tell him if you like though I thought to keep that 

out of it for your sake 

(7:32:04 PM) yohoho@jabber.ccc.de: we need offsite backups ASAp as well: elche been waiting 
on our 500GB server FOREVER 

(7:32:08 PM) yohoho@jabber.ccc.de: we need more servers 
(7:33:16 PM) leondavidson@jabber.org/jabber.org: got you 
(7:33:18 PM) leondavidson@jabber.org/jabber.org: I will work on it 
(7:33:30 PM) yohoho@jabber.ccc.de: a lot to work on 

(7:33:31 PM) leondavidson@jabber.org/jabber.org: I hate waiting on niggas 
(7:33:31 PM) yohoho@jabber.ccc.de: but 

(7:33:43 PM) yohoho@jabber.ccc.de: see if you can get your additions to the zine to me within 2 
-2.5 hours 

(7:33:54 PM) yohoho@jabber.ccc.de: your additions might be most appropriate in the conclusion 
but do whatever 

(7:33:57 PM) yohoho@jabber.ccc.de: or add a new section if you wish 
(7:34:34 PM) leondavidson@jabber.org/jabber.org: im already writing 
(7:34:52 PM) yohoho@jabber.ccc.de: btw crimet hi nc gave us props @ 
http://www.crimethinc.com/texts/recentfeatures/nightmares.php 
(7:34:54 PM) yohoho@jabber.ccc.de: retweet? 

(7:38:25 PM) leondavidson@jabber.org/jabber.org: done 
(8:02:46 PM) yohoho@jabber.ccc.de: how goes? 

(8:04:15 PM) leondavidson@jabber.org/jabber.org: still writing, had to help with homework 
though 

(8:04:17 PM) leondavidson@jabber.org/jabber.org: you leaving soon/ 

(8:04:29 PM) yohoho@jabber.ccc.de: nah I'm here for a minute 
(8:04:36 PM) leondavidson@jabber.org/jabber.org: kk 
(8:05:20 PM) yohoho@jabber.ccc.de: ok 

(8:05:28 PM) yohoho@jabber.ccc.de: God in anonops is the fella you're talkign to? 

(8:06:40 PM) leondavidson@jabber.org/jabber.org: yup hes on our server 

(8:06:49 PM) leondavidson@jabber.org/jabber.org: I'll invite you to the chan with him and his 

researchers 

(8:06:50 PM) leondavidson@jabber.org/jabber.org: up to you 
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(8:06:58 PM) yohoho@jabber.ccc.de: cryto or anonops? 

(8:07:01 PM) leondavidson@jabber.org/jabber.org: cryto 

(8:07:04 PM) leondavidson@jabber.org/jabber.org: I don’t fuk with anonops 

(8:07:09 PM) leondavidson@jabber.org/jabber.org: honestly our big hack should be anonops 

(8:07:16 PM) leondavidson@jabber.org/jabber.org: why? they've taken down more anons than 

the feds 

(8:07:16 PM) yohoho@jabber.ccc.de: lol too late 
(8:07:21 PM) leondavidson@jabber.org/jabber.org: nah my nigga 
(8:07:23 PM) leondavidson@jabber.org/jabber.org: it needs to die 
(8:07:25 PM) leondavidson@jabber.org/jabber.org: eventually 
(8:07:29 PM) yohoho@jabber.ccc.de: hah 

(8:07:42 PM) yohoho@jabber.ccc.de: I'm with you, unfortunately, it is the most obvious entrance 

point for most people trying to leam about anonymous 

(8:07:52 PM) yohoho@jabber.ccc.de: i'll make a new nick on cryto 

(8:07:55 PM) yohoho@jabber.ccc.de: bout time anyway 

(8:08:52 PM) leondavidson@jabber.org/jabber.org: yup 

(8:13:30 PM) leondavidson@jabber.org/jabber.org: our boy anon finland is dying 
(8:13:36 PM) leondavidson@jabber.org/jabber.org: he's leaving us in ~48 hours 
(8:13:41 PM) yohoho@jabber.ccc.de: dying dying 
(8:13:42 PM) yohoho@jabber.ccc.de: ? 

(8:13:46 PM) leondavidson@jabber.org/jabber.org: yeah 

(8:13:51 PM) leondavidson@jabber.org/jabber.org: he sent me his target list 

(8:13:52 PM) yohoho@jabber.ccc.de: =( 

(8:13:56 PM) leondavidson@jabber.org/jabber.org: to hit in his hnour 
(8:14:02 PM) leondavidson@jabber.org/jabber.org: 

ANONYMOUS FINLAND - TARGET LIST 


PRIOTITY - 1) Talvivaara, Finnish based metal producer enterprise which has overpolluted 
wide areas in Eastern Finland because of its mining activities (Finnish Government holds a big 
quota of this company) 

http://talvivaara.com 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


2) Jussi Halla-aho official blog/website (racist Finnish MP sitting at Finnish Parliament) 
http://halla-aho.com/scripta 


67444 




Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


3) Teuvo Hakkarainen website (another racist Finnish MP sitting at Finnish Parliament) 
http://teuvohakkarainen.fi/ 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


4) Juho Eerola official blog (another racist Finnish MP sitting at Finnish Parliament) 
http ://j uhoeerola. wordpress .com/ 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, etc) 


5) James Hirvisaari official blog/website (another racist Finnish MP sitting at Finnish 
Parliament) 

http://iames.hirvisaari.info/vaalit 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


6) Suomen Sisu, a neoNazi minded political movement 
http://www.suomensisu.fi/ 

Purpose of the attack: defacement, post of a press release 
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Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


7) Perus Suomalaiset/True Finns, far right political party who managed to become the third 
largest party in the Finnish Parliament at the last Finnish Parliamentary elections in 2011 (a 
result never achieved since its fundation in 1995) 

http://perussuomalaiset.fi/ 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


8) Alexander Stubb, former Finland's Foreign Minister and famous for blocking EVERYONE on 
Twitter who dare to criticize him and make him uncomfortable questions (He blocked us on 
Twitter soon after We questioned him about economic relationships between Finland and Fybia 
despite Gaddafi's well known abuses on his population and on the Fybians deported back to the 
country when caught illegally on Italian shores) 

http://alexstubb.com 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (his emails, 
personal datas, databases, etc) 


9) Kansallinen Vastarinta (the main far right and neoNazi group in Finland, affiliated to other 
likeminded groups around Europe. This is the website We hacked the membership applications 
database from) 

http://www.patriootti.com 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 
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10) Finnish Parliament official website 

http://web.eduskunta.fi/Resource.phx/eduskunta/index.htx71ng-fi 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


11) Finnish Parliament - Members of Parliament list with any kind of info concerning them (very 
good if You wanna find info about all the assholes I've listed above) 

http://web.eduskunta.fi/Resource.phx/parliament/members/index.htx 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


12) Finnish Government website 
http://government.fi 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 


13) And, for teh lulz, The Tiger (a famous Helsinki nightclub which usually prevent black people 
from getting in and allows members of criminal motorcycle gangs - as Mongols MC, Hell’s 
Angels, Los Banditos, Black Cobra, Cannonball etc - to get in) 

http://thetiger.fi/ 

Purpose of the attack: defacement, post of a press release 

Extra Purposes (whenever achievable): getting any useful and compromising datas (emails, 
personal datas, databases, etc) 
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And now, for something completely different... some helpful links to reading and information 
(dox) about the people mentioned here above: 


http://tinyurl.com/7n2ihaz - A small collection of Halla-aho's epic racist statements 

http://tinyurl.com/421nwox - Halla-aho refuses to comment to Helsingin Sanomat (first 
newspaper in Finland) about his racist comments 

http://tinyurl.com/lze7zt - Another small collection of Halla-aho's verbal bullshit 

http://tinyurl.com/brdv688 - Halla-aho wishes for Green Party's women members (who wrote in 
defence of immigrants) to be raped by immigrants 

http://tinvurl.com/muauql - A very great article on Halla-aho's racist political philosophy 

http://tinyurl.com/d3qb9mk - Halla-aho suggest for a military dictatorship in Greece as solution 
to its economic and social problems 

http://tinyurl.com/ce4hs5o - Halla-aho's personal statement against multiculturalism, globalism, 
human rights and tolerance 

http://tinvurl.com/bmct5dc - Halla-aho's personal info on his blog/website 

Halla-aho's Facebook page, Wikipedia English page, Wikipedia Finnish page, Email and mobile 
number: http://www.facebook.com/profile.php?id=660619031 https://twitter.eom/#l/Halla aho 

http://en.wikipedia.org/wiki/Jussi Halla-aho http://fi.wikipedia.org/wiki/Jussi Halla-aho 

iussi@halla-aho.com +358443377600 

http://tinyurl.com/cntfude http://tinyurl.com/cuz9e9c - Hakkarainen's English & Finnish 
Wikipedia pages 

http://tinyurl.com/c7mksfx http://tinvurl.com/cg6i7ft - James Hirvisaari's English & Finnish 
Wikipedia pages 

http://tinvurl.com/cllgwgz - Eerola's Finnish Wikipedia page 


http://tinyurl.com/5huipl http://tinyurl.com/dau4py - Stubb's English & Finnish Wikipedia pages 






























http://tinyurl.com/dyq8w2e - Article on Talvivaara's polluting damages on Finnish environment 
(they created sea conditions in an inland lake, never such a thing has happened in Finland before) 


http://tinvurl.com/d3yereo - Article on Finnish residents nearby Talvivaara's mines protesting on 
the polluting emissions, dangerous for their health 

http://tinyurl.com/cwlt9wv - Talvivaara Executive Committee (aka, The Motherfuckers) 

http://www.hs.fi/english/archive - The Helsingin Sanomat archive of articles in English. Very 
good source to see what's going on in Finland and know about bad things happening here 
(corruption, racism etc). You’ll absolutely need of this when I’ll quit Anonymous Finland, in case 
You guys at AntiSec wanna hack something/somebody up here. 


Anonymous Finland Twitter account 

username: @anon_finland 
password: suominyancatl983 


Anonymous Finland Official Pastebin 

username: AnonymousFinland 
password: suominyancatl 1 


Anonymous Finland email at https://mail.riseup.net/ 

username: anonfinland 
password: suominyancatl 1 


Faura Halminen, Helsingin Sanomat journalist and pro-Anonymous 
Twitter: @FauraHuu 
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Sabu, save this file and keep it with You. 

As I said, I'm living my "virtual" life for good after 16.1 because I'm badly ill. I got brain cancer 
two years ago and sadly it's been worsening lately, some months before I popped up on Twitter 
and got in touch with You on #anonreport. 

That said, due to my illness I won't be able to do anything anymore, which is why I'm leaving for 
good on 16.1 

Despite not being an hacker myself, I decided to join Anonymous because I found necessary to 
do something against all the shit ongoing in Finland since a few years and in the middle of a total 
silence and "don't-give-a-fuck" attitude by Finnish people. My purpose was and is to wake up 
people in this country, people mentally "narcotized" on their own will, and show them the shit 
that is going on at their damage: to stop racism, hidden and silencious illegality and similar shit. 

I hope You, the AntiSec people or other allied Anon battleship will be able to carry on 
successfully what I've started. And I wish You my best luck. Hopefully Your future actions will 
cause huge shitstorms here in Finland and some positive changes. 


IMohicanl 


(8:14:04 PM) yohoho@jabber.ccc.de: hah nice. 

(8:14:18 PM) leondavidson@jabber.org/jabber.org: did you get all that? 

(8:17:14 PM) yohoho@jabber.ccc.de: shit this is mohican? 

(8:17:17 PM) leondavidson@jabber.org/jabber.org: eah 

(8:17:18 PM) yohoho@jabber.ccc.de: I feel bad for this id 

(8:17:23 PM) yohoho@jabber.ccc.de: he was begging for haxors for months 

(8:17:26 PM) yohoho@jabber.ccc.de: I didnt know he was dying 

(8:17:33 PM) leondavidson@jabber.org/jabber.org: yeah it was his last thing he did in life 

(8:17:36 PM) leondavidson@jabber.org/jabber.org: like his last push 

(8:17:38 PM) leondavidson@jabber.org/jabber.org: same with someloser 

(8:17:41 PM) leondavidson@jabber.org/jabber.org: someloser is dying as well 

(8:17:45 PM) yohoho@jabber.ccc.de: =( 

(8:17:46 PM) leondavidson@jabber.org/jabber.org: its sad my nigga 

(8:18:03 PM) yohoho@jabber.ccc.de: did you read GoD txt? some of heir friends died too 

(8:18:05 PM) yohoho@jabber.ccc.de: they gave them props 

(8:18:09 PM) yohoho@jabber.ccc.de: GoD is pretty mind blowing 

(8:18:09 PM) leondavidson@jabber.org/jabber.org: yea 

(8:18:14 PM) yohoho@jabber.ccc.de: if it is to be believed, they hacked google, yahoo, apple 
(8:18:21 PM) leondavidson@jabber.org/jabber.org: it is 

(8:18:44 PM) leondavidson@jabber.org/jabber.org: it is technically el8~4 (thats why I fuckedu 
p and tweeted it) but had to delete it and they changed it because of the_uT 


67450 




(8:18:48 PM) leondavidson@jabber.org/jabber.org: it implicates him 

(8:19:06 PM) yohoho@jabber.ccc.de: yeah I recognized definitely el8 writers in there 

(8:19:11 PM) yohoho@jabber.ccc.de: by their wording/leetspeak 

(8:19:14 PM) leondavidson@jabber.org/jabber.org: jea 

(8:19:33 PM) yohoho@jabber.ccc.de: it's good they give us mad props 

(8:20:22 PM) leondavidson@jabber.org/jabber.org: yeah im glad old timers got love for our 

method of mayhem 

(8:20:26 PM) leondavidson@jabber.org/jabber.org: sure its risky sure we're dicks 
(8:20:34 PM) yohoho@jabber.ccc.de: hah lol @ jackie_singh 
(8:20:37 PM) yohoho@jabber.ccc.de: jax 

(8:20:39 PM) leondavidson@jabber.org/jabber.org: but we’re DEFINITELY causing m4yh3m 

(8:20:44 PM) yohoho@jabber.ccc.de: irc.2600net regular, white hat, military employee 

(8:20:47 PM) leondavidson@jabber.org/jabber.org: yup 

(8:20:54 PM) leondavidson@jabber.org/jabber.org: total douchebag she is 

(8:20:56 PM) yohoho@jabber.ccc.de: had more than a few runins with her 

(8:21:01 PM) yohoho@jabber.ccc.de: yeah 

(8:21:09 PM) yohoho@jabber.ccc.de: I was disappointed to see that brlcksqu4d incorrectly 
doxed her 

(8:21:23 PM) leondavidson@jabber.org/jabber.org: who do you think brlcksqu4d was? 

(8:21:38 PM) yohoho@jabber.ccc.de: some random SEs 
(8:21:44 PM) yohoho@jabber.ccc.de: don't have any clues 
(8:22:12 PM) leondavidson@jabber.org/jabber.org: mhm 

(8:22:47 PM) leondavidson@jabber.org/jabber.org: 00:10 <&Sabu> mhm we will definitely 
honor you and anonfinland. 

00:10 <&Sabu> are you going to write some last words before you quit ire? 

00:10 <~IMohicanl> It only sucks that I'm not an hacker at all, as good as You are. Otherwise, I'd 
have done a lot of stuffs 
in here. 

00:11 <~IMohicanl> No, I'm not. But I’ll probably leave a tweet on @anon_finland in LulzSec's 
style :D 

00:11 <~IMohicanl> Then, You or other guys You know will carry the fight on 

00:12 <&Sabu> yup 

00:13 <&Sabu> sounds good 

00:13 <&Sabu> let us know when you make that last tweet 

(8:23:02 PM) leondavidson@jabber.org/jabber.org: you know we gotta show love ++ 

(8:23:40 PM) yohoho@jabber.ccc.de: btw you still ahve that DoD ascii gfz that alex found? 

(8:23:45 PM) yohoho@jabber.ccc.de: might as well throw taht shitz in 

(8:23:59 PM) leondavidson@jabber.org/jabber.org: hmm 

(8:24:03 PM) leondavidson@jabber.org/jabber.org: nah 

(8:24:10 PM) yohoho@jabber.ccc.de: eah me or him don't either 

(8:37:49 PM) yohoho@jabber.ccc.de: lol @ 

http://accounting.texaspolicechiefs.org/catalog/index. php?main_page=index&cPath=3 
(8:37:51 PM) yohoho@jabber.ccc.de: zencart. 

(8:38:00 PM) leondavidson@jabber.org/jabber.org: uNF 
(8:40:12 PM) leondavidson@jabber.org/jabber.org: bbl broter 
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(8:40:29 PM) yohoho@jabber.ccc.de: 
(8:40:36 PM) yohoho@jabber.ccc.de: 
(8:40:41 PM) yohoho@jabber.ccc.de: 
(8:43:05 PM) yohoho@jabber.ccc.de: 
#antisec for user viva 
(8:43:10 PM) yohoho@jabber.ccc.de: 
(9:26:33 PM) yohoho@jabber.ccc.de: 
(9:26:34 PM) yohoho@jabber.ccc.de: 
(9:26:36 PM) yohoho@jabber.ccc.de: 
(9:33:18 PM) yohoho@jabber.ccc.de: 
(9:33:19 PM) yohoho@jabber.ccc.de: 
(9:50:34 PM) yohoho@jabber.ccc.de: 
(9:50:38 PM) yohoho@jabber.ccc.de: 
(9:50:41 PM) yohoho@jabber.ccc.de: 


k 

I leave in ~ 1 hr 

so try to get me that shit 

when you get the chance, can you add access level to 

it's new name for me on cryto 
sabs 

need them edits 

bout to leave 

sabs 

sabu 

yoyoyo 

bout to close down over here 
need them texts 
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